Prepared
by:

The Ministry of
Education,
Youth and

Information

July 2018

Technical Support provided by the Public Sector Transformation and
Modernisation Programme, Office of the Cabinet.

i | MDA Procedures Manual



TABLE OF CONTENTS
ACRONYMS

CHAPTER1 BACKGROUND AND INTRODUCTION

1.1  Structure of the Procedures Manual

1.2 Roles and Responsibilities

1.3  The Policy and Legislee Framework for RIM

1.4  The Government of Jamaica RIM Policy

1.5 The Jamaica Archives and Records Department

CHAPTER2 ORGANISATIONAL STRUCTURES AND HUMAN RESOURCES FOR RIM
2.1 MDA RIM Committees

2.2  Staffing: Standardisedbb Classification and Pay Scales

2.3 MDA Staff Skills for-BIM

CHAPTER 3 CREATION, CAPTURE AND REGISTRATION OF RECORDS
3.1 Mail Handling
3.2 Creation of Electronic Records

CHAPTER4  CLASSIFICATION

4.1  Function Based Classification

4.2  ldentifying Administrative/Support Functions
4.3  File Plans

4.4  Institutional Identity

4.5  Approval of File Classification Scheme

4.6  Security Classification

4.7  Classification of Case Files

4.8 Classification of Electronic Records

4.9  General Guidelines on Function Based Filing

CHAPTERS5 INDEXING SYSTEM

5.1  Scope of the Indexing System
5.2  Indexes to the File Lists

5.3 Indexes to Personal Files

5.4 Indexes to Registers

5.5 Computerised Indexing

CHAPTER6 USE AND TRACKING OF RECORDS
6.1 File Retrieval, Issue and Tracking

6.2  Outcard System

6.3  FileTracking

6.4  File BringUp System

6.5 Temporary File System

i | MDA Procedures Manual

OO NDNREL R

©

10
11

12
12
12

16
16
17
23
24
24
24
25
25
27

30
30
30
33
33
34

36
36
36
36
37
37



CHAPTER7 STORAGE AND MAINTENANCE

7.1
7.2
7.3

Temperature and Humidity Regulation
Other Environmental Considerations
Disaster Management

CHAPTER8 RIMICT

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.11

Adoption and Use of International Standards

Guidelines and Standards for Software that Meets RIM Requirements
RIM ICT Capability Maturity Assessment Model

Using the Maturity Levelgsessment Model

Guidance for MDAs Procuring ECMs

Information Security

Disaster Recovery

Audiovisual Records

Implementation of Changes to the RIM Enterprise ICT Environment
Colhborative Case Management

Classification Enabled Disposition of Digital Records

CHAPTER9 MANAGEMENT OF EMAILS

9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8

General Guidelines for Complying with the GoJ RIM Policy on Emails
Management of Emails as CorporatecBrds

Guidelines Regarding Use of Personal Emails

Email Accounts to be Preserved in Totality

Retention of Emails of Nedesignated Email Accounts

Responsibility for Recording Emails

General AccesSuidelines, inclusive of Emails

List of Information that may not be Transmitted by Email

CHAPTER 10 INFORMATION SHARING

10.1
10.2
10.3
10.4
10.5
10.6
10.7

Standards for Hardware, Software and Interoperability

MDA Schedules of Information/Data Haingl Storage Points

MDAwide Records Schedules

Schedules of Information that can be Shared

Requisite ICT Infrastructure for Information Sharing

Guidelines for Sharing Research Information across the Public&er
MDA Websites Containing Information that can be Accessed by Citizens

CHAPTER 11 RECORDS APPRAISAL AND DISPOSITION

111
11.2
11.3
114
115
11.6

Records Appraisal: Definition and Scope

The Regulatory Framework

MDA Records Apprsal SueCommittee

The Functional/Macr@appraisal Approach

Records Appraisal Activities

Research and Analysis of Organisational Mandate/Functions

iii | MDA Procedures Manual

38
38
39
40

42
42
43
44
45
a7
a7
48
49
49
49
50

52
52
53
53
54
54
55
55
56

58
58
59
60
60
61
62
63

64
64
64
64
65
66
66



11.7 Functional Analysis

11.8 Records Series Identétion

11.9 Assessing Primary and Secondary Values

11.10 Other Appraisal Considerations

11.11 Guidelines for Making Retention Decisions
ANNEXURES

Annexure 1 Terms of Reference MDA RIM Committees

Annexure 2 Records Appraisal Forms

Annexure 3 Internal MDA Records Transfer Form

iV | MDA Procedures Manual

67
68
69
72
73

75

78

81



CHAPTER 1 BACKGROUND AND INTRODUCTION
1.1 Structure of the Procedures Manual

This Procedures Manual has been prepared to give broad guidance to Ministries, Dagartme
and Agencies (MDAs) on the management of their records and informdtmnmost of the

RIM processes, the manual provides the broad principles to be followed. However, for key
aspects of RIM such as classification, storage systems, records appndisiMiICT systems,

more detailed guidance is provided to ensure uniformafypracticeacross the GoDetailed
procedures are also given in those cases where the MDAs interface with the Jamaica Archives
and Records Department.

MDAs are required to prepartheir own institution specific RIM Procedures Manuals which
must, however,be in alignment withithis manual While MDAs share many common practices,
the circumstances of one MDA may differ from those of the next. As an example, while one
MDA may need preedures to regulate the handling of mail from the post office, another
MDA, undera shared servicearrangement may not have direaiterface with the post office

as this is dondor it by the other MDA.Equally, many instructions will be determined by
sewral other varied factorssuch asthe size of the institution, the location of the
Documentation Centre/Registrythe location of the operational unitsthe established
organisational norms anplractices, the preferences of the decision makers etc. etc

The extract below, from the Filing Operations Manual of the Ministry of Labour and Social
Security shows some ofthe institution specific practices that each MDA will need to embed in
their own MDA Manual. In respect of retrieving files in the Documenta@amtre, the manual
directs as follows:

Renove the file from the filing rack, cabinet or cupboard

Remove the Charg®@ut card from the file

Using blue or black ink pen, write the name of the requesting otilcérthe date in the
next available space imé appropriate area or file ladder on the front of the file jacket.

Using blue or black ink, write the date.......

To cater for these institutional differencaberefore,this manuals nottotally prescriptive but
spells outthe broad areas that must beovered by the institutional RIM Policy as well as the
minimum standards that must be adhered. tbis then up to each MDA to domesticate d¢ke
requirements, in line withits own particular circumstancesnd to prepare a manual that suits
its own circumsinces.

This procedures manual is supported by more detailed topic specific guidelinet are
issued by JARIDbm time to time.

! Filing Operations Manual, Ministry of Labour and Social Security, June 2010, page 21
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1.2 Roles and Responsibilities

The GoJ RIM Policy assigns responsibility foriiRN¥DAsas follows:

Responsibility
Level

RIM Policy Requirements

Implications for MDAs

Institutional
Responsibility

G¢KS AYLXESYSydGlrdazy 2F i
rest with the Accounting Officers of th
Ministry/institution concerned (i.e Permanent Secreta
or Chief Executive Offie#Managing Directors of the
institutions as may be applicable), through the R
I 2YYAGGSS e

All MDAs are required tg
constitute and activate Record
Management CommitteesThe
mandatory annual returng
submitted by MDAs to JAR
shouldalsobe submitted unde
signhature of the Accounting
Officers

In each Ministry, direct responsibility shall be vested
the DDIAS, who shall also be responsible for
Departments and Agencies of the Ministry |
implementation of the RIM Programme.

The proper managementof
records of Departments an
Agencies should be a Key Res
Areafor the DDIAS

In each Department and Agency, direct responsib)
shall rest with the Records Manager or equival
officer.

The PMAS of the Record

Manager must reflect cleal
outputs ad  performance
indicators

Responsibility and
Accountability of
Individuals

All employees shall be accountable for the records
which they create, use or manage and, regardless of]
their level, must be aware of their responsibilities to
manage the records eated or used by them, or
those under their control or custody.

The accountability of staff fo
records should be included i
the contracts and key result
areasof staff, at all levels

All employees shall be responsible and accountable
for maintaining aeéquate and complete records
necessary to fully document the business functions,
activities, transactions, decisions and operations.

Random audits should b
conducted to ascertain thai
staff are maintaining complete
records

All MDA employees leaving theervice of the GoJ
and its Departments and Agencies shall surrender all
or any record in their custody, to their immediate
supervisors.

Handover/takeover procedure
for records must be reflected if
the administrative procedureg
of MDAs

Responsibility b
ICT Departments/
Units

ICT staff are responsible for ensuring that ICT
systems have records management functionality and
maintaining the technology including appropriate
system accessibility, security and back up. ICT staf
shall ensure that any actionsyuch as removing data
from systems or folders, are undertaken in
accordance with this policy. ICT and records and
information management staff have joint
responsibility in ensuring that records generated by

ICT systems are appropriately managed.

RIM andthe ICT departmentg
must hold quarterly meetingg
to review compliance of ICT t
records managemen
functionality and to discuss an
ICT developments so as
ensure that recordg
management functionality ig
embedded in all systems.

1.3

The management of records and informationNtDAsis guided by national and international

The Policy and Legislative Framework for RIM

policies and legislation on records and archivetuding

a) The Government of Jamaica Records and Information Management, 6lidy

b) The Achives Act (1982)The Archives (Official Records) Regulations, 1988 and

other related legislation
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c) The Access to Information A&004
d) I1SO 15489 and other related international standards

It is important that MDAgamiliarise with these policies and lelgisve instruments and that
they alsohave a clear understanding of the role and functions of the Jamaica Archives and
Records Departmer(fARD)

1.3.1 The Record Office Act, 1879

The Record Office Act of 1879, even though many parts have been supergedtiliin force
and assigns the statutory responsibility for keeping public rectodthe Keeper of Public
Records a position held byhe Chief Justice of Jamaicehe Registrar General is the Deputy
Keeper of the Record¥he Keeper of Recordssochairs the Archives Advisory Committee.

1.3.2 The Archives Act, 1982

Theprincipal legislation under whichARDoperatesis The Archives Act, 198Key provisions

of the Act include the following:
4.1For the purposesf this Act thereis hereby establishidan office to be known as the Jamaica
Archives with as many branches as the Minister may deeogssaror convenient and in which
shouldbe preserved such archives as are transferred there or acquired by the Archivist under the
provisionsof this Act.
GEFAOAILIE NBO2NR&aé¢ YStya Ittt LILSNBRZI R20dzvSyida:z
drawings, photographs, microfilms, cinematografims and sound recordings of any kind
whatever, officially received or produced by any public organizatiothéconduct of its affairs or
by any officer or employee of a public organization in the course of his official duties.
GLIz0 £ AO 2 NHI Yy AT Iminktgy departiiént, ycdmmissign® committee, board,
corporation, agency or otharganizationof the Gvernment

The responsibilities of the Archivist are stated as follows:
6.-(1) Thereshouldbe an Archivist for the purposes of this Act, wétwouldbe a public officer.
(2) The Archivisshouldbe responsible fer
(a)the custody, preservation, arrangemterepair and rehabilitation of archives;
(b) such duplication and reproduction of archives as may be necessary or appropriate; and
(c) the preparation and publication of inventories, indexes, catalogues and other finding
aides or guides facilitating these of archives.

The Archives Act is the principal pillar on which JARD derives its maamthteuthority. The
Act provides for an Archives Advisory Committee consisting of the following:
1.(1)TheArchivesAdvisory Committeshouldconsist of the followig members
(a)the Keeper ofhe Records;
(b) the DeputyKeeper of the Records:
(c)the Registrarof the SupremeCourt.
(d)the Registrar of Titles;
(e)the Archivist, whahouldbe secretary:
(v) the Chief Architect in the Ministof Constuction (Vorks):
(g) not more than ten members(hereinafter referredo as Apointed members) appointed by the
Minister, includingonerepresentative froneachof the following:
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(i) the Ministryresponsibldor the PubliService:

(ii) the Instituteof Jamaica;

(iii) the Universityf the West Indies;

(iv) the Jamaica Historic®DA

(v) the National Counailn Libraries Archivesand Docmentation Services.

A subcommittee of the Archives Advisory Committee receives and reviews records
retention/disposal schedules that are submitted by the MDAs. The recommendations of the
sub-committee are submitted to the Archives Advisory Committee for its review and adoption.

1.3.3 The Archives (Official Records) Regulations, 1988

The Archives (Official Record@ggulations 1988 provide guidance for the management of
records in public organisations and direct as follows:
3. (1)The Record®&fficer, actingn accordancevith the advice of the Archivisthouldestablish and
maintain asystemfor the propercareand control of official records within his custody afad this
purposethe Archivist may issue guidelines tofodowedfrom time to time.
(2).Thesystem establisheshould
(a) make provision for the standards, procedures and technigieebe appliedfor the
management of official records:
(b) promote the maintenance, storage and security of official records selected for
preservation as archivesitil theseare transferred to the Archives;
(c)facilitate the categorisation and segregation of officialoets and
(d) provide a programme for the disposition of official records including their transfer to
the Jamaica Archives, or such other place under the charge and control of the Archivist.
4. The Records Officehouldestablish safeguards against thelawful removal or loss of official
records withirhiscustody.
5. No official recordshouldbe disposedof without the prior approval of the Committéee the
Archives Advisory Committee).

The regulationsalso give guidance for Records Offic§is MDAs)who need to dispose of
records that are no longer needed by their organisati@ml also require that records
inventories be conducted regularly:
9.-- 1 The Records Officehouldprepare and keep utp-date, underthe guidance othe Archivist,
aninvenbry ofofficial records in his custody.
(2) On the basis of this inventory the Records Offbewuld compile schedules of these records
showing, in the form approved by the Archivist, their retention periods.
(3) These scheduleshouldbe submitted to théArchivist for the approval of the Committee.
(4) The Records Officashouldcompile an annual summary of official records in his custody for
submission to the Archivist not latdran the 31st March each year.

In conformance with the above, the GoJ RIMi¢y requires MDAs to compile and submit to
JARD by the 3of March each year, annual summaries of official records.

134 Key Related Legislation

There are a number ather legislations which impadkIMand whichMDAsshould be familiar
with.
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The Acess to Information Act2004 The Access to Information Act, 2004, provides access to
official records as follows:
2.The objects of this Act are to reinforce and give further effect to certain fundamental principles
underlying the system of constitutiondémocracy, namely
(a) governmental accountability;
(b)transparency; and
(c) public participation in national decisienaking,
by granting to the public a general right of access to offd@uments held by public authorities,
subject to exemptions wth balance that right against the public interest in exempting from
disclosure governmentatpmmercial or personal information of a sensitive nature.

5.--(1)Subject to subsectiof2), this Act applies to

(a) public authorities which are specified by thénister by order within eighteen months after the
appointed day; and

(b) all other public authorities immediately after the (expiration of the period of eighteen months
referred to in paragraplifa);

(c) official documents created by or held by a publitharity not earlier than thirty years
immediately preceding the appointed day.

(2) The Minister may, by order subject to negative resolution, declare that this Act shall apply to
official documents created by or held by a public authority at such datag kearlier than the

thirty years referred to in subsection (1) (c), as may be specified in that order.

6.-(1) Subject to the provisions of this Act, every person shall have a right to obtain access to an
official document, other than an exempt document.

(2) The exemption of an official document or part thereof from disclosure shall not apply after the
document has been in existence for twenty years, or such shorter or fmrget as the Minister

may specify by order, subject to affirmative resolution.

The Financial Administration and Audit Act, 1958 terms of the Financial Administration
and Audit Act, 195%he Minister may issue directions and make regulations respecting the
keeping of Government accounts and other records. The Minister,
or any oficer authorized by him shall be entitled to inspect such offices and tosuatccess to
official books, documents and other recoatsmay be necessary for the exercise of his functions
under this Act.

The Auditor General is authorised to act asofoB:
(3) For the purposef the examination of any account the Audi@eneral shall be entitled at all
reasonable times
(a)to have access to all books, records, vouchers, documents, returns, reports, information storage
devices, cash, stamps, securitisgores or other Government property in the possession of any
officer;
(b) to request in writing and he given custody, for such time as he may require, of any books,
accounts, vouchers or papers under the control of any officer relating to or concewrdig p
accounts, so, however, that the AudiGeneral shall give to that officer a written receipt
acknowledging delivery of such accounts, vouchers or papers;

The Electronic Transactions Act, 200Fhe Electronic Transactions Act has a number of
provisians that are importanfor records These include the following:
6. For the purposes of any law, information shall not be invalid or inadmissible solely on the ground
that the informationt
(a) is created, stored or communicated electronically; or
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(b) is reérred to but is not contained in an electronic document, if the information being referred to
is known to and accepted by the party against whom it is relied upon.

7.-(1) Where any law requires, or refers to, the giving of information in writing, infoomaitiat is
given electronically shall be taken to be given in writing if

(a) when the information was given, it was reasonable to expect that the information would be
readily accessible to, and capable of retention for subsequent reference by, thesadre

(b) where the information is to be given to the Government and the Government requires

(i) that the information be given in a particular way in accordance with particular technology
requirements; or

(ii) that particular action be taken to verify theeceipt of the information, the Government's
requirement has been met;

The Act also deals with the admissibility of electronic information as evidence.
12-(1) In any legal proceedings, nothing in the rules of evidence shall apply so as to deny the
admissibility in evidence of any information given electronically
(a)solely on the ground that the information is given electronically; or
(b) if the information is the best evidence that the person adducing it could reasonably be expected
to obtain, on theground that the information is not in its original form.

(2) In assessing the evidential weight of information given electronically, regard shall be had to
(a)the reliability of the manner in which the information was generated, stored or communicated;
(b) the reliability of the manner in which the integrity of the information was maintained;

(c) the manner in which the originator was identified; and

(d)any other relevant factor.

1.4 The Government of Jamaica RIM Policy

The Government of Jamaica Ret® and Information Management Policy (the Policy) was
issued in 2016.

The Policy provides the framework for the standardized management of official records in the
Government of Jamaica (GoJ) so that all activities and decisions of the GoJ are fully and
accurately documented, managed and monitored in accordance with the regulatory
framework and the life cycle principles of records creation, maintenance, use and disposal.

The Policy aims to

9 promote the accessibility and timely sharing of information withand across
government;

1 protection of confidential information;

1 adherence to existing records and archives legislation

9 provision of requisite infrastructure, human and material resources, for the effective
and efficient management of the records amfiormation assets of the Gpand

1 the acquisition and preservation of records created by -pahblic sector entities
which have informational and historical value for the nation.

The Policy is based on and is primarily alignetbtd 15489nformation and documentation
Records ManagemenHowever, it also takes into account several other related international
standards including:
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ISO 14722012 Space data and information transfer systen@pen archival information
system (OAISRReference model

ISO 27002013-Information technology Security techniquesCode of practice for
information security management

ISO/TRI 1849RPong term preservation of electronic documeriiased information

ISO 9001: 201Ruality Management System

ISO 15836anformation and @cumentatiorithe Dublin Core metadata element set

MDAs are required to acquaint themselves and be familiar with these standards.

Vision StatementThe vision statement of the RIM Policy reads as follows:
G!'y AYyOdS3aINIGSRZ &adl yRI NRwWhcls Ricilithtes RaccessS 00 dzNBE  wlL a
D2OSNYYSYyld AyF2NXIGA2Y YR | NOKA QI f YIEGSNRLF £
historical, information and cultural assets; as well as enables efficient service delivery,
enhanced decision making and overall attainment ofhafil £ RS @St 2 LIYSy Gt 3I21 f

Policy ScopeThe Policy applies to employees/public officials of MDAs, (including local
authorities and the judiciary) relative to the management of official records and archives held
by MDAs, regardless of medium or format.

Pdicy PrinciplesThe Policy is governed by the following principles:
1 Accountability

Integrity

Protection of records
Compliance

Availability

Retention and disposition
Governmemwide RIM systems
Transparency.

= =4 4 4 -—a -—a -

Developmental issues covered by the Policyuidelthe following:
1 Policy, legislative and regulatory framework and enforcement
1 Organisational structures and human resources for RIM
T Reform of JARD’'s institut.i onal framewor k and

In line with 1SO15489, the Policy covers the following texdir@spects of RIM:
1 Creation, capture and registration of records

Classification and Indexing

Storage and maintenance

Security, access, use and tracking of records

Records disposition

Email management

Information sharing

ICT for RIM.

= =4 4 4 -8 -8 -2
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1.5 The Jamaica Archives and Records Department

As JARD is the principal player in the management of records and information in MDASs, it is
necessary that MDAs also acquaint themselves with its origins and history so that they can put
its role into context.

Briefly, JAR» a Departmentn the Officeof the Prime Minister (OPM)The Departmenhad

its beginnings in the Island Secretary’'s Office
and record keeping arm of the Colonial GovernmeAls a Government Department, the

Jamaica Archives began in 1955 with the establishment of an Archives Section in the Island

Records Office and the appointment of a Government Archivist.

JARD remained a part of the Island Records Office until 1982 when it became a Department in
its own rght following the passage of the Archives Act, 1982aded by the Government
Archivist, JARD operates from thréecationrs — the Archives Unitin Spanish Townthe
Audiovisual Uniait Halfway Treand the Government Records Ceninedowntown Kingston.

JARD serves as the main repository for the preservation of government records in paper,
audiovisual and electronic formats, relating to the country's history and heritage.

As per the legislative mandates discussed earlier, J&R€cts archival materialelating to
Jamaica produced by government ministries, agencies and department and persons of national
importance as well as churches, charities and other organisations to ensure that primary
materials of cultural value to Jamaica are preservéidprovides a research and reference
service to the public and disseminates information on the collesttorpromote interest and
knowledge of the nation's history and culture.

JARD also establishes standards and procedures for the efficient and effective managé
official records in public sector entities, at all stages of their life cydtgsovides consulting
services and training in records and information management to government ministries and
departments, and provides storage facilities for ramrent government records awaiting final
disposition in keeping with their retention schedules.
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CHAPTER 2 ORGANISATIONAL STRUCTURES AND HUMAN RESOURCES FOR RIM

Gol RIM Policy Requirements for MDAs: RIM Committees shall be constituted at Minidevel,
chaired by a senior member of the management team

The core terms of reference of the Committees shall be set out by administrative circular issued
by JARD from time to time.

Each Department or Agency shall have its own RIM Committee whichligisall with the
portfolio RIM Committee

The RIM Committees shall meet at least twice a year and shall keep minutes of the meetings
Once a year, a meeting shall be convened by the chair of the Ministry RIM Committee and shall
be attended by representatig from all the Departments and Agencies in the Ministry

It shall be mandatory for RIM staff to have formal qualifications in records and information
management.

Career pathways for RIM shall be provided.

The RIM job functions, including the DDIAStiposi, shall be streamlined in terms of job
gualifications and pay scale

The position of DDIAS (or its equivalent) shall be no lower than the third tier in the organisation
structure

2.1 MDA RIM Committees

All MDAs are required to constitute and actiwdRecordsand InformationManagement(RIM)
Committees. Théerms of reference of th&€€ommitteesare atAnnexure 1.

All MDAs are expected to follow the guidelines below in constituting thér Bommitteesso
that there is uniformity and standardizatiorci@ss the GoJ:
(a) A SeniorMember of theManagement Team designated by the Permanent Secratary
head of the Department/Agency to chair the committee
(b) The DDIARecords Manager (as the case may tmeperform the secretariat functions
of the Committee.
(c) A repesentative othe M D A legal departmenta legal officer
(d) A representative ofhe IT department
(e) An Officer to represent athe administrative departments
(H An Officer to represent all the technical departments.

The Terms of Reference of the RIM Commitieetide the following:

1 Support the Director, Documentation, Information and Access Services (DDIAS) in the
development of internal RIM Policies and RIM procedural manuals (to include the
treatment of eRIM and audio visual records) and submit to tRermanent
Secretary/Head of Departmefdr approval;

9 | MDA Procedures Manual



1 Support the DDIAS in the development of retention and disposal schedules and
submit to the Permanent Secretary for approval;

1 Support the DDIAS in the development of internal classification protocols wrech ar
compatible with the established GoJ classification scheme as existing from time to
time;

1 Provide advice, as needed, with respect to the provision of access to official records
to the public in accordance with the Access to Information (ATI) Act, 2002y

other law;
1 Provide advice on the roles and responsibilities to be ascribed various categories of
staff;
T Oversight of MDA’ s compliance with Gol and

manuals; and
1 Serve as a point of contact for JARD on RIM matpengicularly, the implementation
of the GoJ RIM Programme.
1 Review and endorse all disposition requests prior to signoff by Reemanent
Secretary/Head of Departmernd submission to the Archives Advisory Committee
for approval.
T Revi ew t h eortfio eniitisstRiMyQuarterlf? Reports and provide comments
to the Permanent Secretary on the status of

The Ministry RIM Committee, over and above its responsibility for the records of the Ministry,
also ha a duty toliaise withthe RIM Committees of the Departments and Agencies under the
Ministry and, as required by the RIM PoliayJeast once a yeatp organise a meeting to be
attended by representatives from all thmortfolio Departments and Agencies in the Mimjst

JARD will periodically mount training programmes for the RIM Committees, including induction
workshops for staff newly assigned to the responsibility.

2.2  Staffing: Standardised Job Classification and Play Scales

Theimplementation of the GoJ Rl Policy requires adequate human resourcesbe able to
discharge the mandated responsibilities adequately. As stated by the RIM Policy, it will be
mandatory for RIM staff to have RIM qualifications and, at the point of introduction of the
Policy, staffnot having the requisite qualifications will be given a period of time to acquire
these qualifications.

The Strategic Human Resource Management Division (SHRMD) of the GoJ will periodically carry
out reviews of the human resources available for the RIKktfion in the GoJ and will make
provision for career structures and pathways that cater for the RIM profession in Jarflagca.
capacity audits will enable MDAs to plan for the resources required to support the RIM
function.

As mandated by the GoJ RIM Pyglithe positions of DDIAS in MDAs shall be no lower than the
third tier.
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2.3 MDA Staff Skills for e-RIM

The role assigned to the Documentation Centres/Registries with respect to ICT requires that
they ensure that the staff at their disposal is albbesupport the RIM ICT requirements that
ensure that ICT systems in the MDA have records management functionality. The staff should
also be able to periodically conduct RIM ICT Maturity Level Assessments, to be involved in the
development of ICT systenasd in their procurement, to be able to advise the MDA staff on
the management of their electronic records.

The GoJ RIM Poliagcognisesseveral categories of skills required to run an optimal RIM
enterprise For MDAs there are two critical categoriesjuired for (a) the registry and (b) the
records centre or records storeroom as the case may lguré& 1 below tabulates the
supporting skillsequired foreachcategoryand highlights those in blue as new skills required
for e-RIM environmets.

Records

Centre

| | Records | | Records
Management Management
| Client | Client
Support Support

| Workflow | Workflow
Management Management
| Document || Space
Management Management

Figure 1: e-RIM Skills Matrix

MDAs are required to ensure that their staff have acquired these critical skills.
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CHAPTER 3 CREATION, CAPTURE AND REGISTRATION OF RECORDS

Gol RIM Policy Requirements: All records created or received in the normal courséudiness by
any Government Institution or employee shall be the property of the GoJ and shall be captured and
registered into a recordkeeping system. This shall include electronic andvasda records

3.1 Mail Handling

1 The Documentation Centre/Regigtis accountable for aflaper mail received or sent out
by the MDA

1 Al mail, including hand deliveries, shld be receivedor dispatchedthrough the
Documentation Centre/Registry

9 All incoming maishould be opened date stampedand registeredn the Da@umentation
Centre/Registrypeforeit is sent(filed or unfiled, to the addresses

T Only mail cl assi fiisakemptdrancthiseegliremamt “t op secr et

f Security classified mail, i ncl uigl persgnallpt her cat
handled by the DDIAS/Records Manager.

1 In MDAs with ECMs, the mildate stampedregistered scanned into the workflovand
electronically forwarded to the addressgewith the original filed in the Documentation
Centre/Registry.

Minimum details to be rgistered include the following:

o Date received

o Name and organisation of sender
o Date of communication

0 Subject of communication

0 Addressee

9 Electroncally received mail shall be dealt with under the Capstone approach where
emails of designated accounts shadlfter weeding of peripheral information, be
preservedn totality

9 Staff with nondesignated email accounts shall be required to identify emails that have
record value and preserve them in accordance with the Retention Schedule of the MDA.

1 All outgoing md shall be routed through the Documentation Centre/Registiyere it
shall be registered befordispatch

3.2 Creation of Electronic Records

RIM Policy Requirements: Officers shall be required to work on the network drives and save the
information eithery G KS &KFINBR F2fRSNA 2NJ AYRAGARdzZf F2f RSN&R 2
e-RIM policies and procedural manuals

Document naming conventions shall be used for electronic records as per the guidelines that will be
issued by JARD from time tm8.
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3.2.1 Network Drives

MDAs shall ensure that ICT systems have capacity to allow staff to work on their network
drives rather than on their *“C” drives.

Documentation Centre/Registry staff shall periodically examine computers to ensure that
“r e c o reeiagsaved int® the network drives

3.2.2 Document Naming Conventions

Document naming conventions ahld be adopted and used by MBAo that staff, when
naming electronic documents

(a) Giwe document nameghat arebrief, descriptive and as unique as possibl

(b) Giwe document nanesthat are consistent, simpleunderstandablend meaningful.

(c) Giwe names which aremeaningfulname and which closely reflect the documents
contents.

(d) Express elements of the document name in a structured and predichadtaer.

(e) Giwe similarly structured and worded names to documents which are linked.

() Avoidthe use of generic names which are only meaningful in a personal context.

(9) Avoid the use of nostandard abbreviations and words that add no value.

The following guidelines are also figaegardingdocument naming conventions:

Naming Attribute Advice
Abbreviations Abbreviationsif at allused in naming documentshould be those that
all staff are familiar with e.gMDA
Dating If dates areused as part of the document naméhen year, month, day

format should be usedothat the documents will sort in chronological
order: <yyyymm-dd>

Jargon and Slang Jargon, nicknames and slang shdoddavoided
Key Words Document names should use keywords and avoid additional secong
words like* and” , “if ", “or” etec. Th

value to the name and clog the storage space. If a must, use a-Qlash
or underscore (). Do not begitocumentn a me s  wi t h “

an

Letter Case and Font | When naming documentsvoid all upper or all lower case. For

size exampl e: “ Salary Advance” 1is

Punctuation & Special | Punctuations and special characters like *, @, #, should not be useq

Characters when naming documents because they affect #mlity to search for
and retrieve documents.

Use of Space Pace only one space between words to enable faster retrieval of th
documents

3.2.3 Metadata

Met adata contains the document’s particular
object from other documents as well as information relating to the content, structure and
context of the document as a record.
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The Dublin Core Metadata Eleme®etshould be used by MBAo select data elements which
should be included in document descriptioss that,for each document, minimum metadata
can be recorded The metadata element set comprises a set of 15 elements such as
author/creator, access rights, dates of creation/amendment, document type, format, history,
language etc. It is up to each institen to decide which minimum elements to capture so that
the metadata is automatically captured as electronic records are created.

The Documentation Centre/Registrghould build the capacity of users to adopt uniform
nomenclatures for controlling metadataocabulary so that there is consistency across the
organization in the way metadata is recorded in order to facilitateretrieval of documents

3.24 Version Control

While electronic systems and especially EQldge their own inbuilt version identiftation and
control systens whichprovide an audit traiit is not always apparent how many versions were
created or which is the latest or most authoritative version. Those handling paper copies of the
document may also not be sure which version they agalithg with if the version identifier has

not beenindicatedon the documen{e.g. as a footnote or on the cover pages)

It is recommended thatpver and above theelectronic systemversion controls, MDAs also
implement manual version controls for certatlocuments and processes teduce the risks of
peopleworking fromandupdating wrong versions of documents or sending out wrong versions.

EachMDA shoulddecide on the additional version control information that must be recortied
specified categorie of dbcumentssuch ageportsand manuals.

3.25 Capture of Records

For paper records, documents are captured” as r
a file, where, thereafter, they become accountable assets which can only be disposed of in
accordance with the applicable retention schedules

In the electronic environment, it is more difficult to regulate the capture of records and thus it
very important to be clear about the transition

9 During the time in whichd o c u me n 't is a “work item”, it i s
capable of being changed, commented and collaborated on.

T The document becomes a “record” whbrdbh it i s e
used for decision making, at which point the documerd c omes a “record” whi
no longer be changed or tampered with but must be maintained as evidence of the
particular transactionpreferably in an edit locked format such as PDF.

1 It is important to recognize this critical point at whialf d o ¢ u meapturéd as &

“record” and that, once designated as a recor
creator but to the organisation, and becomes a part of the corporate information
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assets which canonly bedetel or di sposed cefordsargentipner t he MD
anddisposal schedules.

1 The capture of the document and change of status into a record is necessary in order
to safeguard the authenticity of the record and the degree to which the record can be
used for legal and accountability purposes.

1 Should @irther work be required, new and related versions should be created by
making and editing a copy and saving the latter as a hew document

3.2.5 Handling of Non-Records

JARD has issued a circular Ref # JARD/2015/01 regarding the treatmeniretoats.
MDAs should follow the guidelines contained in the circular and ensure thatewmds are
not mixed with the records.
3.2.6 Filing
There are certain minimum standards that should be observed regarding filing.
(a) Minute sheets should be attached to the insidf the front cover to record items added

to the file.

(b) To enhance document security, documents in files should be given a folio number which
is a running sequence of numbers, starting at number one in each file, given as each item
is placed on the fileThe folio numbers help to secure the communications against
unauthorised removal.

(c) There should be a system for recording and tracking files on issue.
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CHAPTER 4 CLASSIFICATION

GoJ RIM Policy Requirements: All MDAs shall adopt and use the GoJ FuncBesed Classification
Schemebased on the classification of the business activities ofetitéy. However, for purposes of
uniformity, all MDAs will be required to start with the common types of functions before the institution
specific functions.

The clasification schemes shall be used to develop institutional MasteChalssification Schemeagich
shall apply to both paper and electronic records.

The Master Fil€lassification Schemekall be prepared at records series and-sahes levels and shall
mirror the main functions and sdioinctions of the organization

4.1 Function Based Classification

The FileClassification Systerfor the GoJ isfunction based and supports classification
grounded in analysis of an mcegsesitt is pudlttaiomad * s b usin
the functionswhichthe GoJ MDAsare mandated to executand thus mirrorghe records that

each institutiongenerates as a result of carrying out these functions.eTadoption of the

function based classificatiois in line withthe international standard 1SO 15498: Records

Management which stipulates thus:a / £ | & & A F A O lrefiekt2tye bdsiessi & ke

organization from which they derive and are normally based on an analysis of the
2NBIFYyATFGA2Yy Q4 odzaAySaa OGABAGASESE

The function based classification systeadopted by the GoJ combines the methodologies

pioneered by theAustralian Standard for Records Management, AS ISO 1B4@&@gh the

DIRKS methodology) and the Business Activity Structure Classification System (BASCS)
developed by thelibrary and Archives of Canad3assification by functiosiis based on the

contexto f a record’s <creat i o mrontanhofltheuwecard itseff. Ahish e r t han
means the record is classified according to why it exists i.e.ntifun rather than what it is

about, i.e. its subject

The classificationf business functionsecognises three classification levels as follows:
Level 1: Functions

Level 2: Activities (or ab-functionsunder BASCS)

Level 3: Transactions

The first two évelsare used toconstitute theFile Classification emefor the organization
andare controlled levels which must be uniform throughout the organization and which must
be submitted to JARD for approvadlt the first two levels, there are no records:efe are
headingsand subheadings of the file classification scheme

The classification scheme is used as the framework for construetimdPlansstarting at level
three and reflecting the transactions of the records generated or accumulated by thg enti

2 DIRKS Developing and Implementing a Records Keeping System
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individual officer Thee is flexibility from tis third level down and thus the levemay still
representtransactions beforghe records series or may actually be the records series

4.2 Identifying MDA Functions

The first step in preparinthe classification scheme is to conduct a business function analysis.
Theorganizational chartas well as any function schedules that may exssisedto identify

the main functions of the organization which will also constitute the first level offilee
classification scheme.

The main functionsf anMDAcan generally be divided into two groups:
(a) Administrative/support functiongvhich tend to be common to all institutions)

(b) Institution specific functions.

The file classification schemes of DAs thus comprise two sections as follows (a) the first
section comprises those records which are common across all institutions while (b) the second
part comprises the institution specific records all MDAs the first section of the File
Classificatiorscheme will be the same.

4.2.1 Common Administrative/Support Functions

The administrative and support functioirs MDAs are generally the same even if they might
be organized in different combinations in each MDA some functions may not exist
independently.

The commorfunctionsfound inmostMDASs araas follows:

Corporate Planning Governance
Finance and Accounts

Administration

Human Resources Management
Property Management

Information Systems and echnology
LegalCompliance and Regulatory

Or alternatively:

Corporate Planning
Governance

FinanceX Accounts

Properties & Buildings

Equipment

LegalCompliance and Regulatory Affairs
Supplies

Transport

Human ResourceManagement

MDA Procedures Manual



Public Rlations& External Relations
Information Services

Information Systems & echnology
Security

Audit

(N.B. Decision to be made on which of the above to apopt

These functions have been constituted into a common classification scheme that should
comprisethe first part of all file classification schemes in MDAs in the GoJ and that can only be
changed by JARD. All MDA classification schemes must include this first part unaltered.

It should be noted that:

(a) In the actual organisational structures of each MBwe “ ¢ o m nfonotibns can either be
executed individually, e.g. finance aadcountsbeing separate functions under separate
jurisdictions (departments/divisions)adminstered under one jurisdiction or even
combined with another totally different furtion

(b) These common functions caaisoeither be executed by the MDA itself or may be shared
with other entities, e.g. OPM and OoC share the following services: Finance, Human
Resources Management and Property Management.

The functions identified are thentraictured into a file classification scheme that is numeric in
structure and comprises of records grougdsintervals of 100Using this process, lhe common
functionshave been constituted into the first level of the File Classification Scheme for the GoJ
as shown below.

Common Functions

100 Corporate Plannin§ Governance

200 Finance and Accounts

300 Administration

400 Human Resources Management

500 Property Managment

600 Information Technology

700 Legal, Compliance & Regulatory
MDA Specific Functions

800

900

etc

The above file classification structure must be used by all MDAs irrespective of how the actual
organization structure of the MDA d8 the portfolios under which the various functions falhis
is because the organizational structures containing the above functions can differ from one MDA
to another and within the MDA, and can change from time to tinreespective of the
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organizatioral arrangements, the records should be arranged as perctassificationschedule
above and hus, for instanceall financialrecordsfound in any MDAshould be undetthe 200
functiongroup while human resoues records should be under t4@0 functiongroup.

It should be nted that eachfunction groupis capable of accommodating up to 99 duhctions
thus providing more than sufficient room for expansion.

4.2.2 Institution Specific Functions

Beyond the administrative/support functions, there are MDA&Gfic functions. These are usually

executed bydivisions, departments, sections and units and, as can be expected, these functions
generate records which differ from institution to institution. It is generally around these specific
functions that the mairaccumulations of records as well gggecialisedCT applications are to be

f ound, e. g audi't records in the Auditor Gener al

Each MDA has specific functions which are different from the functions of other MDAs and thus
creates records whichra unique to it. Each MDAnust thus identify its institution specific
functionsaccording to its particulamandate

While the organisation chart is used to provide guidance in identifying the functions, the actual
functions may need to be expressed diffatly in order to capture the actual essence of the
function. The exampls below illustrate how functions are identified from the organisational
structuresand are, as necessary, edited to reflect the function represented rather than the actual
title of division/department

Organisation Structure I Function
JARD
Records Centr&nit Records Management
Audiovisual Unit Audiovisual Archives
Archives Unit Public Archives
Office of Cabinet
Public Sector Modernisation Division Public Sector Modernisation
Strategic Human Resources Division Strategic Human ResourcE®nagement
National Security Policy Coordination Unit National Security Policy Coordination

It isthusimportant to note that while the functions are primarily extracted from the organization
chart, they are expressed as functions and not by the given name of the operational entity or job
title of the responsible officer.

It should also be noted h a t the “Strategic Human Resources
Of f i ce oihstit@entspecifieréspossibility for strategic human resources across the GoJ

and not to the administrative management of the staff and human resources of the Office of
Cabinet which are dealt with aler the commorfunctions.

The table below illustrates how thastitution specific records series will differ from institution to
institution.
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Comparative Function Based Classification Schemes

ACCOUNTANT GENERAL’S DEPARTMENT (AuGD)
Function Sub- Activities Description
Level 1 Function Level 3
Level 2
100 Corporate Planning & 100 Corporate Planning &
Governance Governance
200 Finance and Accounts 200 Finance and Accounts
300 Administration 300 Administration
400 Human Resources 400 Human Resources
500 Property Management 500 Property Management
600 Information Systems & 600 Information Systems &
Technology Technology
700 Legal, Compliance & 700 Legal, Compliance &
Regulatory Regulatory
800 Public Sector Transformation 800 Economic Assessment
900 Public Sector Modernisation 900 Performance Audit
1000 Cabinet Support and Policy 1000 Information Technology
Audit
1100 Strategic Human Resources 1100 Compliance Audit
1200 National Security Policy 1200 Financial Audit
Coordination
1300 Corporate Management 1300 Quality Assurance
Development

20

While the organization chart is used as a general guide in creating thdficktisn schemeand
generally you identify the main functions from the higher levels of the organization, it is not
necessarily always the case that the organizational levels are taken as the level one functions.
Thus, for instance, in the comparativehedule above, three audit functions comprising (a)
information technology audit (b) compliance audit and (c) financial audit fall under the General
Assurance Audit which is under the Deputy Auditor General Assurance Audit. As will be noted
however, they hae been classified at the first level because they are fully fledged functions on
their own similar to the Performance Audit which is organisationally placed at a higher level. With
the above in mind, therefordyIDAs must use their discretian identifying the main functions of

the organization.

4.2.3 Activities/Sub-functions (Level 2)

The organization chastfunction schedulesnd procedures manuakse used to help identify
the activities/sub-functionsundereach function

The table below illustratesdw this second level may differ from MDA to MDA.
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ACCOUNTANT GENERAL’S DEPARTMENT (AuGD)
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Function Sub-Function | Activities Description
Level 1 Level 2 Level 3
100 Corporate Planning & 100 Corporate Planning &
Governance Governance
101 Corporate Planning
102 Public Education
200 Finance and Accounts 200 Finance and Accounts
201 Accounting
300 Administration 300 Administration
301 Administration
302 Telephone Operations
400 Human Resources 400 Human Resources
401 Human Resource
Management
402 Human Resource
Development
500 Property Management 500 Property
Management
501 Facilities Management
600 Information Systems & 600 Information Systems &
Technology Technology
601 Automated Systems 601 Records Management
Management
700 Legal, Compliance & 700 Legal, Compliance &
Regulatory Regulatory
701 Internal Audit

The organization chattelow, representingthe Audicvisual Unitat JARDIllustrates how the
organization chart can be used to identify the activities/dubctionsfor the second level of
the dassification scheme.




T

Ii SENIOR ARCHIVIST

SECRETARY

AUDIO VISUAL RECORDS SENIOR AUDIO VISUAL SENIOR CONSERVATION
ANALYST TECHNICAL OFFICER OFFICER
AUDIO VISUAL TECHNICAL CONSERVATION
ASSISTANIESRCLIMEIE ASSISTANTS ASSISTANTS

In the organogram abovehere are three major subunctionsrepresentedby (a) Audio visual
Records Analyst (I§enior Audio visual Technical Officer dnpiSenior Conservation Officer.
These arghen used to demarcate the three activities/sdibnctionsin audio-visualrecords
and archives afollows:

(a) Records analysis
(b) Technical services
(c) Conservation.

The above thusonstitute the second level of the classification scheme in relation to the
function of audio-visual archives within the classification scheme for JARD.

As will be notedSubfunctions do not appear in relation to the organogram and it will be
necessary to consult other sources such as function scheduidgprocedures manuals to
obtain the required information. In the above case, reviewing the procedures manuals shows
that conservation includes the following activities:

(1) Preservation

(ii) Conservation

(iii) Disaster management

(iv) Digitisation.

In summary, therefore, the identification of the full range ohétions and sufunctions which
constitute the first two levels of the classification scheme requires the review of several
sources of information including the organization charts, function schedules and procedures
manuals

4.2.4 Transactions (Level 3: Records Series)

At the first two levelsthere are no filesThese constitute the headings and duadings of the
classification schemeRecordsand recordsseries, sukseries and files are found from the
third(transaction)level onwards The third levelrepresents the transactions which are conducted
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in relation to the activities identified at level 2 and it ®arting at this level that records
disposition decisionsan be made There is flexibility in terms of the sequencing from level 3
onwards, thi, while level 4 may represent a records seies, in other cases it may be the
actual file. Equally, while level 5 might be a file, in other cases, it might still beheadimg/sub
series before the actual file which will be at the next level.

The able below illustrates howelassification schemes for common recomisy differ from
institution to institutionfrom the second level onwardsThe key issue and point of uniformity is
that all recordgelating toadministrationwill be foundunder300 whicheverMDAyou goto.

Institution A Institution B
100 Corporate Planning Governance 100 | Corporate Planning Governance
200 Finance and Accounts 200 Finance and Accounts
300 Administration 300 | Administration
301 | Transport 301 Logistics
302 | Proarement 302 Customer Care
302/1| Tender Advertisements 302/1 Customer Feedback|
302/2 | Tender Committee 302/2 Customer Rewards
302/2/1 Appointment of Committee Members
302/2/2 Minutes of Committee Meetings

400 Human Resources 400 | Human Resources

500 Property Management 500 | Property Management

600 Information Systems & echnology 600 | InformationSystems & echnology
700 Legal, Compliance & Regulatory 700 | Legal, Compliance & Regulatory

As @n be seen from the example 302/2 above,the system allows for infinite expansion of
the records series andub-series as acessaryalthough it is not advisable to go beyond five
levels Note also that whilén institution A,302/1 on Tender Advertisementwhichis at the
third levelcan be affile level, below that, 302, Tender Committeés a sukheading with the
actual files a level lower at 302/1L and 302/22.

The system is flexible and applicable to all MDAs and, within these, to all divisions, sections,
units and offices in that each &ble within the framework of the broad classification scheme
provided,to structure the File Plan to suit individual needs as well as complexity and quantities
of records involved

Different users will makgreateruse of thoseparts of the classificaan schemewhere they

have responsibility and thus create records under that particular functionfanbtion. For
instance,while the corporate services of JARD are handled at OPM, and therefore the main
human resources records are resident at OPM, nénedeiss JARD will still have its own limited
human resources records including its own copies of personal files. As with OPM as well as all
other MDAs, these records will be filed under records series 400. The difference will be that
while at OPM the 400@evelwill be very extensivand expansivevith many series and $usub

series, at JARD, it will be just a few semath a small number of filesBut both will be
classified under the same recorfisction.

4.3 File Plans
The File Classification Schemeused as the basis for creating File Plans. The File Plans are

constructedstarting atlevel three of the File Classification Scheme and comprise the actual
transactions/records series and files held under the File Classification Scheme. The number of
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File Plans in an MDA depends on the extent to which the RIM system is centralized or
decentralized.

The primary File Plans will be found in the Documentation Centre/Registry. Other File Plans
will then be found in sulpegistrieswhich may existand in offices All dofficerswho generate
records, whether in paper form or electronicadlye required to develop their own File Plans

for the records held by them.

Electronically, shared drivehiouldhave their own File Plans depending on the function served
by the users of that shared driveElectronic records (with the exception of data bases and
specialized/function specific software applications) should be filed under File Plans that are
aligned to the File Classification Scheme of the MDA.

44 Institutional Identity

As all MDAs use the common numeric file classification scheme there can be difficulties in
determining the origin of communicationseceived from other MDAsTo overcome this
problem MDAs, when communicating with other external entit&spuldaffix an institutional
identifier to the records classification.

Thus, all files begin with the truncation of the
number. If we take as an example a file in JARD numbered 202/2/1, the file reference will now

be JARD/102/3/2/1 thereby distinguishiitgrom a file in OPM of the same number which will

be referenced as OPM/102/3/2/1.

Please note that it is advisable to use the institutional identifier only when recording the
reference number or when sending ontail and other communications to other institutions.

In the system itself, the classification system is better identified numerically without the
institutional identifier. This is not only to make it easier for users, but, when adding new files
or subfiles, the computer will also be able to sort the files in numerical sequence.

4.5 Approval of File Classification Scheme

All MDAs must undertake the above activity and establish the fingi tevels of the
classification scheme. This file classificatiomeste, accompanied by the organization charts
and function schedules shall be submitted to JARD for approval. Thereafter, changes to the
schemehave tobe advised to JARD for approval before implementation.

4.6 Security Classification

The security clasficatiors of records under which various permissions and restrictions of
access are regulated sit on top of the records classification procedures mentioned above and
are considerably facilitated by the latter classification system as access contratisgiens

and restrictionscanbe built around the records series and sséries as classified.
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4.7 Classification of Case Files

Case files are those files which are similar in content but differ in that they relate to different
cases, itemspeople etc. They include personal files, stand files, patient files and student files.
Case filesisually have their ownumberingsystem and there is flexibility on whether thelyould

be included in the above fililgystem orcrossreferenced and filed outside & systemThus, for
instance, personal files can be arranged alphabetically or numerically by employee number, the
latter which might be system generated within the human resources management system.

Several categories of financial and other recoaftso do not need to be included in théile
classificatiorschemes These includserially numbered types of records such asghaseorder
books, invoice books, or other papers which are self identifying or are batched together for
processing. It is not précal that such records be given reference numbamsler the filing
scheme

4.8 Classification of Electronic Records
4.8.1 File Classification Scheme and Directory/Folder Structure

While modern computerised systems and databases are capable of regi@viormation
randomly through powerful search engines, it is often difficult tecadl all items related to a
particular activity or transaction so as to thread together the context of the idSleztronic
records sbuld thus also be organised as pehd File Classification Schemt facilitate
retrieval andso that there is alignment between the paper and electronic records.

Where there is no automated records management system such as an Enterprise Content
Management (ECM) systenhe directory/folde structure stould be used as the basis of the
electronicFileClassification Scheme

The advantages of using the Rillassification Schenie filing electronic documents include:

o0 Ensuring a complete recall of all records which relate to a particulaitgadr topic.

o0 Ensuring that records are presented in an order which shows the narrative
development of the activity to which they relate.

o Providing an opportunity for aligning the electronic filing system with the péipeg
system

o Enabling electroric records to be appraised together in context and to be
systematically and consistently scheduled and disposed of, so that associated records
are retained for the same length of time and are destroyed or transferred together.

o0 Presenting a familiar face the user, when filing or retrieving records, throughite
Classification Scheme andFde Plan which reflects the organisational or business
functionsand which can easily be understood and navigated.

4.8.2 Setting up the Electronic Classification Scheme and File Plan
The FilePlars should be based on the directory/folder structure andahd be as per the
approved FileClassification Schemef the institution. The Documentation Centre/Registry

staff will assist officers to create their electronieeMlans, using the directory/folder system.
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Each new document created @hid be saved into its appropriate directory/folder of the File
Planso that all documents on the same subject are kept together.

4.8.3 Electronic Filing Guidelines for Networked Systems without ECMs

For offices which are linked to a netwobkit do not havean ECM, the FileClassification
Schems should be set up on the central server in order to createared driveghat can be
used and shared by network users and accessed aicgprib agreed access rules and
restrictions.

Those connected to the network shld observe the following rules when creating and saving
documents:

o0 No official documents or records @hid be saved on the hard disks of tkemputers
of the individual offierswithout being copied onto the network folders (individual or
shared drive) As necessary, personal folderoshl be set up on the networkand
within ECMf existent)to cater for individual needs.

0 As arule, network users gtldlog on to the networkand create documents which are
saved directly in their personal folderson the central server. The system
administrators sbuld make arrangements to have the files password protected
according to levels of access.

o Documentsidentified as being of recordalue should be captured into the records
management system by beirggved into thepersonal orshared drivesas "read only"
versions which ar¢ h uwgite”“protected. This will ensure that other network users
do not access the documents and alter or updiuem.

0 Asi itis critical for information sharing and back up security that official information be
handled within the central serverand thatRIM staffshould, from time to time check
the hard drives of officers to ensure that no official documents aiadp kept outside
the central servemithout also being saved in the networlfficials found violating
this stould be subject to disciplinary procedures.

48.4 Electronic Filing Guidelines for Institutions with ECMs

0 All documents created within the ECMasid be classified and filed as per the
institutional FileClassification Scheme

o0 All users who receive or generate documents in BB Mmust have their own File
Plans based on the institutional F{#assification Scheme

0 The File Plans of eaéhstitution and eachoffice that keeps its own recordshould
reflect the actual electronic and paper files created and maintained by that
institution/office.

o0 Both documents and records are classified and filed into the ECM as per the File
Classification Scheme
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o Dwing the time in which a document is a “wor

a “"document”, capable of being changed, ¢ omme
o0 The document becomes a “record” when the *
activated at which point he document becomes a “record” wli
changed or tampered with but must be maintained as evidence of the particular
transaction.
4.9 General Guidance on Function Based Filing
49.1 Identifying the Function

In determining the appropriateilé series and suberies, and in order to decide where to save a
particular document, you should consider the following questions:

What function does it relate t@ Is it financeand accounts, human resources management or
information systems and technalg? Asis evident, onewill be asking which of the main
functions, activities and records serit® document relates to.

Having identified the records seriesne then asksvhich of the sukseries it fits into. In other
words, you begin at the broadeltvel and keep narrowing down until you have identified the
correct subseries andhe actualffile.

Ensure that, as much as possildiing by sourceis eliminated Filing by source means filing a
communication according to where it is coming from. Tkanaeples below illustrate this:

o0 JARD Correspondence

o Kingston Municipal Council
o Jamaica Revenue Authority
0 Letters from Cabinet Office.

Filing by source creates problems. As an examplanefisfiling by source, a letter from the
Cabinet Office will be &H in a file titled " Cabinet Office Correspondence” and literally everything
from the Cabinet Office will be expected to be filed there.

The problem with this is that there can now btulti-Destinationfor this letter if there are also
other relevantadivity/transaction basedfiles. In relation to the communication from Cabinet
Office, if the communication isbaut public sector transformation andnodernisation, and there

is already a file on this, the communication can then be filed eitherMildti destination results

in multi retrieval possibilities which make retrieval more difficult. The aim thus, as far as is
possible, is to eliminate filing by source.

4.9.2 Filing by Format or Type of Communication

As a general ruldijles titled accordingo their format or typeshould not be createdThe files
listed below should not be created or used:

1 Incoming Correspondence
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Outgoing Correspondence
Faxes In

Faxes Out

Email Messages

The problem with these files is that any item that comes in relatesotaefunction, activity or
transaction If again, the communication mentioned above has been faxed, where should it now
be filed, in the file on "Faxes In" or in the " subject " file. The response from Cabinet Office may
well be in the form of an-enail or letter and there would be difficulties in deciding where to file
this response.

= =4 -4 A

There are certain types of communications that create problems. These include reports, returns
and statistics. The guiding rule is that they should be filed under theitpabivtransactionto

which they relateFiling them separately can result in incompleteness of records as users consult
only those records which are in the particular records series without realising that there are
relatedreports and other documents fiteseparately elsewhere.

49.3 File Titling

Fle titleswhichare too broad, have no meaning or are misleadmgh as the examples below
should be avoided

- General

- Miscellaneous

- Various Correspondences

- Office General

- Sundry Correspondence

- Superviesor’'s F

- Administration Documents

- Various Reports.

Do not have too many subjects in one file and avoid long file titles such as the examples below:

0 Meetings, Workshops, Seminars, Conferences and Visits by Overseas Technicians and
Consultants.

0 Motor Vehicle Maitenance, Fuel, Repairs, Insurance and Accidents.

49.4 Filing of Periodicals

Periodicals i.e. magazines, bulletins, newsletters and other materials printed and published at
regular intervals should not be put into the filing system.

4.9.5 Filing of Audio Visual Records

Audio visual records need special treatment and separate storage. The main requirement is that
their existence and storage location should be recorded somewhere so that they are retrievable.
If many such items are found in a Department,/aurdio Visual Register should be created and
maintained.

Such items include:
1 Photographs
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1 Films
1 Videos and sound recordings.

4.9.6 Daily Filing

Please note that daily filing is a strict requirement of these procedures. There should be no
accumulations ofin-filed papers irthe in-trays whether in the Documentation Centres/Registries

or in the offices Departments and offices that are allowed to accumulate and keep their own
records must also be prepared to accept the obligation to abide by this rule.
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CHAPTER 5 INDEXING SYSTEM

GoJ RIM Policy Requirement: Records shall be indexed as per the guidelines provided in the
RIM Procedures Manual of the GoJ and the MDA

5.1 Scope of the Indexing System

Indexing systems are not new to MDAs and many of th#hingve and use large and heavy index
books dating back to when the MDAs were established. While powerful search engines now make
it infinitely easier to retrieve information, manual indexing still has a role to play especially in
those MDAs that have nget automated their RIM systems or have limited ICT applications.

The main objective of the indexing system is to provide a tool that will facilitate the identification
and retrieval of records and information required for the execution of MBAs busness,
wherever that information may be held within tidDA

The indexing system must be designed in a way that makes it possible to index the files and
records in both the formalised and structureegistry systemas well as the files and records in
the subsidiary, formal and informal filing systems as may be found in other units and offices.

The indexing system is meant to facilitate the retrieval of information. The purpose of creating
records is not only to document the activities of the organisatiut to provide a body of
information which can be used by the organisation for the carrying out of its duties and functions.
Organising information without a means of retrieving the information serves no purpose. One of
the mechanisms that facilitates theetrieval of this information is the index which can be
described as a pointer, indicator or systematic guide to the items or information contained in a
filing system or database.

The structure of the indexing system must be such as to facilitate thiwvat of information.
Different people wishing to retrieve information will have different reasons for retrieving the
information and are likely to approach the retrieval process differently. There is also the likelihood
that they will specify their requements differently. While some of the users will know what they
are looking for, others will have only vague notions of what information sources are most useful
to meet their needs. The indexing system must be designed so that it is able to supporsth t

of users.

The indexing system shoulals a minimungover various categories of records:
9 Files contained in both the formal registries as well as the subsidiary systems
9 Files in the records storerooms
1 Registers
1 Caseifes e.g. personal files

5.2 Indexes to the File Lists
As most MDAs have multiple records sitemyaor instrument for the identification and retrieval

of informationin the MDA will be a consolidated file index that will also include records held
outsidethe Documentation Centré?egistry
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For MDAs that do not have ECMs, there are two ways in which the indexing can be done.

Excel Spreadsheet&xcel spreadsheets can be used to enter the titles of the files, registers and
other records containgin the MDA. Th consolidated listsompiledwill then enable searches to
be conducted on the spreadsheets and swtto be dondyy vaiouscriteria.

Keyword IndexingA significant number of MDAs still have index books created in days gone by.
Some MDAs may prefer to continue witkageof this manual indexing system which has its own
advantage. For those wishing to continue with the manual indexing system, the guidance below
can be followed using the keyword indexing system.

The keyword indexing system involves the indexing of the fikbles and descriptors of the
documents or records, and gives information on the whereabouts of the information being
sought, leading the searcher to the requiridd. The system is developed on the premise that file
and record titles, and specificaljhe words in the titles, convey the subject content of the
document to which the title pertains.

The leywordindexing gstemthat canbe used is a simplified version of indexing systems which
are commonly used by librarians to index information on bodkditKeywords comprise those
words within a file title or records descriptor that can be used by someone seeking information on
a particular issue or subject.

Each word that could be used by a searcher seeking information becomes a keyword that is
indexed, with an entry being createdor it and linked to the file title, classification number and
location The index does not give the user the actual information contained ifiléisdout merely
directs the person to théocation/owner of the file

From aninformation sharing perspective, the index will make it possible for the MDA, at
appropriately authorised levels, to have an overview of all the records held in the MDA.

The following example illustrates how the indexing is done.

File Reference Number File Title

406.1 Training of Staff

For the above file, two indeantrieswill be created as follows:

IndexEntry1.
TRAINING, of Staff
File Ref. No. 406 Locatidtegistry shelf 892
IndexEntry2.
STAFF, Training ofStaff
File Ref. No. 406.1 Location: Registry, shelf 892
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Notice that on each of thentries the title of the file is indicated. In the case of the first file, the
file title was indicated by merely completing the remaining parts of the file title. On the second
entry, after putting the main emy, the full file title is then repeated. In all cases, the file reference
number is shown in full, so that, whichever of #atriesa user consults, he/she is guided back to
the same file. The location of the file is also shown. This is because, thxeemdesmay cover

the records in several offices and sections withinKi2Aand it is thus necessary to indicate the
place where the records are physically located.

The word‘of” is not indexed as it is not a keyword. What this means is that, it iexpatcted that
a user will come and look for information under "of". It is expected that the user will think either
of TRAINING or STAFF, not "OF".

The following rules should be observed in determining what should be indexed:

Files: The file titles shold be indexed. File is used here to denote various types of file covers
including file folders of the manila type, lever arch files, box files and accessible files.

Registers: The name of the register constitutes the title. Examples-are:
1 Incoming Mail Bgister
1 Personal File(PF) Register
i Advances Register
T Remittances Registeetc.

The titles of the above registers are the ones that would be indexed. It is again important to draw
attention to the fact that the index is an index to thegistertitles ard not to theactual individual
contentsin the register There mayactuallyexist other indexes specific to the contentsthé
register.

Books: Books such as are used in certain cases should also be indexed. The books referred to here
are those that araised to record information, not published books. Examples of such books are
Minute Books and Delivery Books.

Other types of records: There are other types of records which do not have titles as such. These
include financial records of various types andithdentification is usually according to what they

are. Examples include vouchers, goods received notes, requisitions, and ledgers. It is these
descriptors that are indexed.

When the indexing exercise has been completed, covering all offices and ractndsviDA all
the entries are input into a databaagsing Excel spreadshedts, if so desireda cardcatalogue
with the cardsarranged in the alphabetical order of the first word on each kard

The above indexing system, based on file and docurtited, has the advantage that it is simple

and easy to understand and can be produced relatively cheaply and quickly whether manually or
through a computer. The index entries are based on the words in the title itself, thereby removing
the necessity for tman interpretation of the indexing terms. The language of the index therefore
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mirrors the terminology of the filing system itself. The integration and accumulation of the entries
from different filing units is also relatively simple.

There are, howevessome limitations which must be understood and appreciated. The title index

is really a crude form of indexing and can demand a great deal of imagination and searching skills
on the part of the users. The file titles do not always constitute an accuratensmynof the
contents of a file or document. The title is also a summarization at the highest aggregated level
and does not represent the sub themes and other subjects represented in the file or document.
The lack of control over indexing language can la¢sa drawback.

5.3 Indexes to Personal Files

Where there is no automated systenhet following rulesanbe used when creating alphabetic
indexes for personal files.

1 A register or index cardsanbe used. The names are then arranged in alphabetierord
within the register or the cards. It is preferred that cards be used, since registers are
inflexible in arranging the names within each alphabetic section. There are also problems
in that it is difficult to forecast the rate at which each of the alphibsections will grow
and therefore to leave sufficient room for each section.

9 If a register is used, each letter of the alphabet should be allocated a separate section of
the register with empty pages left in between sections to provide for expansioewss
employees come on board.

1 Within each alphabetic section, the names are then arranged in alphabetic sequence. In
arranging the names within the section, the sequence of the names is decided by the
alphabetic sequence of the tets coming after the first one.

1 In this way, the second letter of the surname determines the precedence of the name.
Thus, James comes before Jennifer, while the latter comes before John. If the first two
letters are the same, then the sequence is detierad by the third letter. Where these
are again similar, the fourth letter is considered and so forth until a sequence can be
determined.

9 If the surnames are exactly the same, then the sequence is determined by the first names
or the initials. Those whossmes therefore start with a, b or ¢ would come before those
whose first names begin with x, y or z. If only the initials are available, the sequence of
the first initial would also be the determining factor.

The personal files index can be simme sophisticated depending on the administrative
requirements of theMDA A remarks column is useful to record comments on the employee,
such as maiden or married name, and termination of employment.

5.4 Indexes to Registers

The MDA should decide on ther indexesand databaseshat can be created to facilitate the
retrieval of information. Each register is basically amenable to indexing, the only limitation being
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the validity or usefulness of the resulting index. Consider uBefulness of indexes tché
following registers:

1 Index ofRegister of Incoming Correspondence

1 Index ofRegister of Outgoing Correspondence

However, he above registers, ifi electronic form, e.g. Excel spreadsheet, can facilitate search
and retrieval via various sortingg@meters. e following are a few examples.

1 Incoming orrespondencesortedby Name of Sender
1 Incoming Correspondencertedby Name of Addressee
1  Outgoing Correspondena®rtedby Name of Addressee

5.5 Computerised Indexing

MDAs have traditinally relied on paper filing systems for records storage and retrieval.
However, paper records are extremely difficult to manage because they have to be stored in
and retrieved from only one place, which is the Registry. Electronic content management
sysems (ECMs) solve many of the storage and retrieval problems inherent in paper filing
systems while simultaneously reducing business costs. ECMs manage storage and retrieval of
many different types of digital documents, including word processing files,adpheets,
database files, enail, voice mail, scanned images, and Internet/intranet HTML documents.

While ECMs provide much faster access to and retrieval of records, the mere availability of a
new technology does not justify its acquisition. Effectivieing would add value to the MDA

far beyond mere speed of retrieval by enabling users to retrieve records in many different
ways.

In the electronic domains records are part of a hierarchy of "containers" which include Folder,

Section, Document, and Pagé. A folder can have many sections, and sections can contain

many documents, and documents can consist of many pages. Yet traditionatysgest filing

systems at t he MDAs require staff to retrieve
hierarchy By contrast, ECMs allow information to be retrieved at many levels. This retrieval is

built on indexing, the bedrock of ECMs. The accurate and consistent indexing of digital records

and representations is absolutely critical to the success of the MDA.

5.5.1 Types of Indexing

Indexing can be fieldased, fulitext, or a combination of the two. Index field data make
unique identification of documents possible. Retrieval from index fields is consistent and
accurate because it is based on a controlled segaodabulary. Ideally, field indexing should be
performed at the point when business documents are created. Some field indexing can be
done automatically, but human indexers are also required.
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5.5.2 Full-text Indexes

Computer software in ECMS reads ewsnrd of every document in a database and creates an
inverted index of words and their locations in the database.-&s®ts would then search the
databa® using any words they want tahe computer will find every match between the
search term(s) and the x& of the documents. Futext searching makes it easy to locate
documents when users are not exactly sure what they need, but it also finds a high number of
irrelevant items (for example, Internet search engines are based otekdlindexes). In the
interest of quick and accurate retrieval, some fiblised indexing is recommended. Indexing
digital documents exclusively with fa#xt indexes is not recommended.

All MDAs should benefit from some combination of fiblised and fultext indexing, but
determining what particular combination is most beneficial to a given organization is not easy
and isa learntprocess Before MDAs can choose an ECM to manage digital documents, the
indexing needs should be weighed against the benefits and costs of indBxifegent ECMs
offer different types of indexing, and the MDA should be aware of their capabilities. MDAs
have different indexing needs because their documents and their userscasful study is
required before selecting and configuring an ECM.
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CHAPTER 6 USE AND TRACKING OF RECORDS

GoJ RIM Policy Requirements: Appropriate systems shall be developed and used for the tracking of
paper and electronic documents and records. This shall include both action and location tracking.

All eRIM systems shalprovide for audit trails and/or event logs to record all actions applied on
e-records within the system, the time, dates and persons responsible for the actions.

6.1 File Retrieval, Issue and Tracking

Procedures for the issuing and trawli of files are largely applicable to the Documentation
Centres/Registries  While  there may be other files held in  other
departments/sections/units/offices, in thegdere is rather limited movement.

Files leave th®ocumentation Centre/&yistry fora number ofreasonsncluding-
1 Routing a&communicatiorthat has beenreceived
1 Inresponse to a request for a fileffiles.

6.2 Outcard System

An outcarding systershouldbe used to control file issugsven in those cases where the issuing
system is eld@conic. A set of outcards is kept in the registry. No file should leave the registry
unless an outcard has been filled printed and inserted in the place on the shelf /cabinet or
other storage place vacated by the filelrhedetails that should be reeded include the following:

File reference number

File title

Date issued

Person issued to

Date returned.

= =4 -4 A A

The important and criticalaspect is that a dummy must be left in the place vacated by the
retrieved file.

6.3 File Tracking

The tracking of the movement of files from one office to the next poses major chailémge
Documentation Centres and Registries

It is advisable to deploy electronic systems far tracking of fileend ECM systems, for instance,
have abcument tracking and workflow management systems that do this well.

However, i the absence cdutomatedtrackingsystems it may be necessary to use manaad
semiautomatedtrackingsystems to control this process.

Electronically, the passing on ofe§ from one office to another may be notified to the
Documentation Centre/Registry byneail or through the Intranet. Where such facilities are not
available officers may beissued with padof file passon slips Whenan officer wishes to send a
file to another officer without the file going back to registry, then the file passlips are used.
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The slip is completed and given to the messenger to take back to reglstfithen amends the
outcard as necessary.

However, manu#emi-automated tracking systemsoften face many challenges because the
of ficers involved are t oo dendisgyan4nail ndificdtienmmrd t o
filling and returninghe slipto the Documentation Centre/Registry when they pass on the file.

If there B resistance to the use of file pass slips, then the alternative is to insist that files be
moved from office to office by messenger. The files are then routed to the designated officer via
the registry for update of the issue details. The messengealsanbe given a register or forms to
complete and return to registry for update of issue details.

6.4 File Bring-Up System

Officers to whom files have been issued may not be able to deal with the issue quickly. On the
other hand they may want to hangn to the file to remind themselves to deal with the issue at
some point.

The lengthy retention of files in offices creates problems for the registry as other communications
come in and need to be filed. To encourage officers to return files to the megishey are not
dealing with the issue immediately, a File Bring Up Systarhe introduced.

The registry keeps a diary. An officer wishing to deal with the issue at a later date indicates this on
the file and returns the file to the registry, withéhdate on which he/she wants the file to be
brought backThe system can also be used in those cases where officers, in advance, know when
they will want to have certain files and so make requests in advance.

In the registry, the file reference number andme of officer are entered into the diary and the
file is sent back to the officer on the required date.

6.5 Temporary File System

There will be cases when a communication comes in and yet the file has been issued out. To
ensure that such items are hbeld, a Temporary Fil&Systemis used.n this case, a temporary
file is created and used and its details are recorded in a Temporary Files Radisteegister
makes it possible to control the number of such items issued@efiails recordedn the register
include the following

Date created

Subject

Permanent file reference number

Temporary file number

Person issued to

Date returned

= =4 =4 =4 -8 -9
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CHAPTER 7 STORAGE AND MAINTENANCE

GoJ RIM Policy Requirements: MDAs shall be provided with the buildings, offipace, records storage

space, shelving, RIM supplies, reprographic and conservation equipment, information communication
technologies and other resources necessary for the safekeeping of the records and archives in keeping
with the goals and the objectived the RIM Programme.

Records storage arrangements shall take into consideration the format, media, nature and use of the
records, as well as migration requirements in the case of electronic and digital records.

Adequate storage space and facilitiesablbe provided to cater for current records in the registries and
operational areas in the short term

Each MDA shall provide appropriate storerooms and strongrooms, with appropriate shelving and other
equipment for the storage and management of semrent records.

MDAs do not, ordinarily, think of the long term needs of records and often do not pay
attention to the preservation needs of records. However, apart from the fact that poor
environmental conditions may render records unusable even in thetgbemedium term that

they are in the MDA, a proportion of the records will have archival value and will need to
survive in good condition so that they can be preserved in perpetuity when they reach JARD.

It is essential then that MDAs pay attention teetenvironmental conditions in which the store
their records andmust ensure that they provide suitable environmental conditions for the
management and preservation tife records.

The guidelines below provide guidance on minimum environmental conditfzatsmust be
met. MDASs are required to elaborate them in relation to thmn specific situation.

7.1 Temperature and Humidity Regulation

Very few MDAs will be able to provide environmentally controlled environments in which
temperature and humidity e climatically controlled. However, they should be aware of the
effect of these elements so that, as much as possible, they provide stable storage conditions
that do not adversely affect the records.

Extreme temperatures and humidity (amount of moistumeair) contribute significantly to the
degradation of records, both papgaudiovisual and electronic. Their effects on records are
interdependent hence the need to consider them together.

High temperatures contribute to the accelerated oxidation of @a@mnd microfilm that
damages the documents while high humidity activates growth of mould on the records and
archives, causes decomposition through hydrolysis, speeds formation of sulphuric,
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hydrochloric and other acids that destroy paper and ink, and saétens sizes and glues used

for binding. A low humidity, meaning a drier environment, robs the paper of moisture which
compromi ses the paper  s-fibfellinkxriendéarihgicellyloseanmte we ak en s
fragile.

A combination of high humidityral high temperatures activates spread of fungi, bacteria and
insects, all of which are harmful to records and archives.

Sudden and continual fluctuations in temperature and humidity subject paper records and
archives to great tensile and compressiveistras t hat destroy the paper’ s ¢

While MDAs are not expected to provide ideal environmental conditions for records,
nevertheless they should seek to provide conditions tthatnot expose the records to these
fluctuations and, if possible hsuld isolate records with permanent value and, from the very
beginning, find sanctuary for them in separate units that are environmentally controlled.

For the generality of the records, it is often a question of ensuring that the points at which
recordsare being stored do not expose them to extreme fluctuations and that, for instance,
they are not placed in an areexposed to the sunEqually, storage in trailer containers
exposes them to extreme fluctuations as the temperatures rise rapidly durindafieand go
down at night.

7.2 Other Environmental Considerations

Dust: Exposure of records to dust not only compromises the cleanliness of the records but also
results in their degradation. Dust provides grounds for proliferation of insects, bactedia a
other pests which do not only eat up the records but also creates dirt and results in scratches
to digital media thus posing readability challenges.

Constant Cleaning: Using vacuum cleaners and general wiping of shelveshould be
conducted to eliminge dust in therecords storerooms

Protection from Magnetic Fields: Electronic, audiovisual and digital records (both analogue
and digital) should be kept away from magnetic gadgets because this can result in
disorientation of magnetic fields which damatipem. Consequently, such media should not be
kept close to electronic gadgets like computers, radiod should not be placed on top of each
other.

Fire Protection: Electrical wiring should be professionally done and constantly inspected to

ensure safgt. Automatic circuit breakers should be used to allow guiaver disconnection
in case of electrical mishaps.
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Handheld fire extinguishers for foam, carbon dioxide, halogenated hydrocarbons and powder
should be placed at strategic places in ecumentaion Centre/Registry areas

Physical Security: Suitable arrangements for the physical security of fhecumentation
Centre/Registryshould be put in place to safeguard the records and archives. Windows and
doors should be burglar proofeds a general e, non-Documentation Centre/Registry staff
should not be allowed inside and should be served from a counter.

Protection of Vital Records: Vital and high value records in vaults and other controlled areas
should be accessed through dual consradnd suchaccess should be recorded and
documented.

Pest Management: The Documentation Centres/Registries and records storeroshwuld be
protected from rodents and insects such as cockroaches, silver fish, bookworms, beetles,
booklice and termites which feed m&yon cellulose, paste, glue and wood and whose growth

is encouraged by warm and humid environments, darkness and poor ventilation.

The pests should be managed through consistent fumigation of the buildings and use of
uncontaminated materials ithe storage and processing of records.

Cleanliness: Basic cleaning, using vacuum cleaners, fumigation and general hand cleaning
should be done regularly.

Eating and Drinking: Eating or drinking in the recordgoreroomsis not be allowed. Smoking
within the Documentation Centre/Registrand records storeroomsis also prohibited at all
times.

Maintenance of Strong Rooms: Each MDA should havea strong roonis to store highly
confidential records.

1 The strong rooms should not be open access to staff and spefifiersfshould be given
responsibility for the strong rooms.

1 The keys/access codes should be kept secure and access should be under strict
supervision from the responsible officers.

9 In addition, the records boxes should also be sealed if the degree fideotmality is very
high.

7.3 Disaster Management

1 EachMDA shall have a Disaster Management Plan which shall be reviewed at regular
intervals.
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1 Appropriate irhouse and offsite backup systemsoshd be installed to provide backup to
all electronic documets within theMDA

1 Records of what is backed up and wherewdd be maintained.

1 Copies of the backup media, together with the backup recorduktbe staed safely in a
remote location and JARD should be consulted in this regard.

1 Regular tests for restorg documents from the backup copiesositd be undertaken, to
ensure that the backups can indeed be relied upon for use in an emergency.
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CHAPTER 8 RIM ICT

GoJ RIM Policy Requirements: MDAs procuring ECM will select from designated software paskag
identified by eGov (e.g. three diour packages) for use by MDAs.

MDAs are required to deposit all audio visual materials, which are official records, to both JARD and the
National Library, whether or not the works are published or gumrblished.

MDAs shall put in place the five categories of skills required to run an optimal RIM enterprise,
specifically: Registry, Records Centre, Paper Archive, Digital Archive and Audio Visual Archive.

Changes to the RIM enterprise ICT environment shall be impledhienggtimely manner.

Recoverability, redundancy, continuity and sustainability of RIM in ICT systems shall be addressed at the
time of design and must be fully integrated across the entire organisation as a required managed
process.

Affected MDAs shallmeploy Collaborative Case Management (CCM) approaches, which leverage the
core components of RIM including online links to case documents for rapid retrieval and review

MDAsshall @mplement perimeter security with a measured approach to managing interftamation
securityby developing prescribed standards to manage and secure content using access controls and
audit trails

RIM ICT initiatives shall be conducted in accordance with the enterprise plan promulgated by JARD.

Individual MDAs shall pursuelMR ICT initiatives which conform to the blueprints and priorities
established at the enterprise level.

8.1 Adoption and Use of International Standards

The Gohasadopted various internationaktandardsto guide the management ICT generated
records. Thes includethe DA 5012 and ISO 1548% well as the other complementary RIM

standards shown in diagram on Figure 2 below.
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Figure 2 RIM Standards

8.2 Guidelines and Standards for Software that meets RIM Requirements

While the acquisition and managemeuitICT systems is the full responsibility of MSTEM, JARD
has a responsibility to ensure that the systems that are introduced meet RIM requirements so
that the records generated can be managed as records in accordance with the applicable
legislation and rgulations. To assure thispm time to time,JARDwill issueguidelines orRIM

requirements for ECNbr use by MDAs

The guidelines fothe acquisition oECM are basedon the categorizationrof MDAs according
to their RIM ICTmaturity levelso thatMDAscan makesounddecisions. The DDIAScords
Managerin the MDA ows the resultant specifications and responsible to ensure thahe IT

Departmentis aware otthe RIM specific requirements applicable to the MDA before purchase

43 | MDA Procedures Manual



or development othe ECMtools. The DDIARecords Manager alsprovides input whenever

there is a need to developr acquirelCT gstems

To discharge this mandaté)e DDIASRecords Manageshould participate in the review and
approval of ICT Business Cases for introduction andéoelopment 6 ICT capabilities and

any ICTgovernanceboard thatapproves decisions that impact ECM.

8.3 RIM ICT Capability Maturity Assessment Model

JARD has a primary responsibility to ensure that records generated by ICT systems are
appropriately catered for. In collaboration with MSTEM, JARD switiport MDAS toensure

that ICT systems being procured have records management functioralily are also
appropriate to the MDAs RIM ICT maturity level

A RIM ICT Capability Maturity Assessment Mode bheen developed by JARD for use by
MDAs in assessing their RIM ICT Capability Maturity levels so that they can procure and install
ICT systems that are in line with their level of RIM ICT maturity. The model specifies the
minimum requirements that shoultbe catered for by an ICT system in order to assure the
records management functionality.

The “Where are we now?” question is answered tl
such as the RIM ICT maturity level assessment. This assessment measures tizatagan
an objective manner to provide a basis for comparison later.

The Maturity Level Assessment Model is designed to help MDAs and government agencies
using or desiring to introduce ICT capabilities in the management of electronic records. Whilst
the techniques for managing physical records have existed for many years, MDAs still face
challenges when it comes to deploying ICT capabilities to manage electronic records. The
Maturity Level Assessment Model therefore identifies selected factors thatexqaired to
exercise an ICT capability in records management functions.

The MDA's ability to execute specific factors pr
to recommend a series of sequential steps to improve RIM ICT capability. It is an asgessme

that gives stakeholders an insight into pragmatically improving working in the electronic

records environment. This model is developed from combining aspects of the records
management standard ISO 15489 and ITIL 2011 practices for IT Service Mana@&®it

that focuses on aligning ICT services with the needs of organisations.

The information below provides an overview of the RIM ICT Maturity Level Assessment tool.
The full model is available from JARD.
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Structure of the Assessment ModeThe Model proides measures that assess 4 levels of
‘“maturity’ against 32 aspects of what constitut e
records management programmes in MDAke 4 levels are:

Lacking (0) — MDA shows no evidence of awareness of the neethke a strategic approach in

the use of ICT capabilities in the management of electronic records.

Aware (1) — Uncoordinated internal attempts to use ICT capabilities to improve records
management reactively.

Defined (2) — Coordinated attempts to improveCIT capabilities for records management

underway across the MDA

Aligned (3) — The effective use of ICT capabilities for the management of records is aligned and
fully integrated within the MDA's strategic and

The situation in many BAs is already complex when it comes to the use of ICTs and therefore

each description of maturity is designed to be an honest representation, capturing the main
characteristics of an MDA at a specifnicc | evel 0
records management functions.

Approach For each of the 4 levels provided in the 32 measures, a decision needs to be
reached as to which is the closest to the current situation within the MDA. Attempts should
not be made to be overly fixated on thedinidual points of detail but to aim at good general
approximation of the current situation.

Due to the fact that the model covers many areas of the organisation, it is recommended to
use a collaborative effort of more than one person to complete the tetepin any given
MDA. However, it is also recommended that the final collation of data be completed by a small
team of staff to ensure a consistency of approach and understanding.

Any MDA using the model is encouraged to repeat the exercise at regulavdl#teso as to

allow the organisation to measure its progress over time.

8.4 Using the Maturity Level Assessment Model

The Model is divided into 9 sections. Each Section has its own worksheet in the excel template
provided.

Each worksheet has a sectiatie and description. For example:

A Organisational arrangements to support ICT for records management
MDAs should have in place organisational arrangements that support ICT capab

records management.
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Each measure within the section is disgldyFor each measure there is an identifier (e.g. Al),

the statement itself and four descriptions: one for each level of maturity specific to the

measure.

Measure Al

ICT in the MDA is recognised as a core corporate service with, a governance framework which defines roles and
responsibilities at both a strategic and operational level. ICT issues are an established element of the corporate risk
management framework.

Level 0

Responsibility for ICT is not defined or allocated within the MDA and is not considered as part of its strategic
planning processes.

Level 1

Various departmental staff given nominal operational responsibility for addressing specific local ICT-related issues
alongside their existing role.

Level 2

Departmental staff use ICT to manage records in a coordinated fashion receiving instruction from the RM function
which in turn reports to senior responsible officers.

Level 3

ICT-related issues affecting records are viewed as an ongoing strategic priority for the MDA and are routinely
considered during strategic and operational decision making. The core RM function work with a ICT staff to work
towards agreed strategic objectives. Members of MDA management at all levels are aware that they are directly
responsible for the use of ICT to maintain recordkeeping standards within their areas.

Notes:

Score:

P
Aware (1) ( -

MDAs are required to select a level of maturity for each measure. By clicking on the field to the

mght of

maturity level is selected by clicking it.

Score: [|Aware (1)

Not applicable
Lacking (0)
Aware (1)
Defined (2)
Aligned (3)

Eachmeasureas has a ‘ Not es

the score that they feel best represents their organisation.

Working through the 32 measures, selecting the level of maturity that best represents the

section all owing

t

MDA at the point in time bysing the drop down list automatically populates the results in the
Summary Score worksheet.

he

The results of the assessment help an MDA to obtain an accurate, reliable and honest measure

of the current level of maturity of ICT capabilities for electronimrds management within

the organisation. This helps the MDA to:

1.

2.
3.

identify its ICT capabilities, thereby providing evidence of the impact of

previous/current investment in this area
identify areas of good practice which can act as catalysts to spur furdval@pment

provide evidence of its ability to comply with the RIM Policy
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4. provide metrics for internal audit and quality assessment purposes

5. provide evidence to help inform risk management decisions

6. help identify gaps and weaknesses and thus where bestrget resources and focus
efforts

7. raise the overall profile of electronic records management as a strategic priority by
leveraging ICT

8. measure progress in this area overtime through repeated application of the Model
after set intervals

9. make objective compisons between MDAS so as to pool resources for improvement
for those at similar levels

10. allow for an enterprise view of the state of MDAs-a&igis ICT capabilities for

electronic records management

8.5 Guidance for MDAs Procuring ECMs

To promote standatization of RIM ICT systems across the GARD in consultation with
MSTEMalsoperiodicallydevelop andissues three sets of lists
(@) A lst of ECMs under revievtheseare ECMswhich are in the preliminary stagegr

have beenapprovedbut not yet onthe publishedlist.
(b) A publishedist of approvedand available ECMs, including those hosted by MSTEM,
3rd party vendors and those installed at the MDAs.

(c) A list of retired ECMs witinformationandreasons for their retirement.

MDAs should use the lists wh identifying ECMfor procurement.

8.6 Information Security

MDAs shouldensure that IT securitgnd the security ofthe recordsare aligned and that the
confidentiality, integrity and availability of theecords information, data and IT services
alwaysmatches the agreed need€onfidentiality is met when theecordsare accessed by or
disclosed to only those who have a right to know. Integrity is met whenréoerds are
complete, accurate, and protected against unauthorized modification. Authentigitynet
when the handling of transactions related to thecords as well as information exchanges
betweenthe MDA and its clientand sources can be trusted.

MDAs are required to complement perimeter security with measures to improve internal
information fcurity and to secure content using access controls and audit trails.
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MDAs should develop management processes that have overall responsibility for maintaining

the access to information and ICT systems through ensuring that access is granted only to
people who require access for legitimate business reasons. Access management does not
decide who has access but instead carries out the policies developed regarding access during
the design stage of the ICT lifecycle.

Access management should be implemented tovile the right for users to be able to use an

ICT system or group of ICT services. It is therefore the execution of policies and actions defined
in information security management. Access management should execute the policies and
actions defined in infonation security policies and regulations. It is these and related
processes that determine what access should be provided and to whom it should be provided.

The objectives of access management should be to:
1 Manage access to services based on policies aattbns defined in information
security management
9 Efficiently respond to requests for granting access to services, changing access rights
or restricting access, ensuring that the rights being provided or changed are properly
granted
1 Oversee access tewices and ensure rights being provided are not improperly used.

Access management should assist with the overall security of the environment and its information.
The value to business is that the MDA can be assured that its information is secure assl iacc
provided to those who require it. With proper access management, the MDA can be assured that
access to confidential information is controlled, employees have the appropriate level of access, and
that access can be audited if necessary.

8.7 Disaster Recovery

MDAsshould ensure thathey have put in place a process to support the overall continuity of
records management by managing the risks that could seriously atteetiICT systemTo
ensure disaster recovery at acceptable levbes MD/As should:

* Produce and maintain a set of ICT continuity plans that support the overall continuity
of recordsmanagement.

» Complete regular impact assessment exercises to ensure that all continuity plans are
maintained in line with changing environmar@nd requiremets.

* Conduct regular risk assessment and management exercises to manage the ICT
system within an agreed level of business risk in conjunction with the business and
the IT team.

* Assess the impacbn recordsof all changes on the ICT system and supporting
methods and procedures

« Ensure that proactive measures to improve the availability re€ords are
implemented wherever it is cogtstifiable to do so
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* Negotiate and agree contracts with suppliers for the provision of the necessary
recovery capability to suygort all continuity plans.

8.8 Audio-visual Records

Takinga life cycleapproach to digital preservatioiDAsshould alsadentify andaddressisks
associated with preserving digital content prior to ingest, and apply tools and workflows to
manage these Alongside the technical solutions, MDAs should work to embed digital
sustainabilityasa key organizational principle underpinning all digitatordsactivities across

the MDA

8.9 Implementation of Changes to the RIM Enterprise ICT Environment

MDAs will be expected to make changes to the RIM enterprise ICT environment in a timely manner.

MDAs should develop a change management process to control the lifecycle of all changes to
the enterprise, enabling beneficial changes to be made with minimum dismupad IT services.
Change management should also ensures that all changes to IT services and assets are
recorded and tracked. All of these activities ensure that change management minimizes overall
business risk.

A change management process should be ldshed to:

e Respond to changing business requirements while maximizing value and reducing
incidents, disruption and revork

» Respond to the IT requests for change that will align the RIM requirement with the
business needs

e Ensure that changes are recoleand evaluated, and that authorized changes are
prioritized, planned, tested, implemented, documented and reviewed in a controlled
manner

e Ensure that all changes to IT are recorded and tracked

*  Optimize overall business risk.

8.10 Collaborative Case Management (CCM)

There are MDAs that may need to employ Collaborative Case Management approaches
including use of online links for rapid retrieval of case documents.

Enterprise content management’'s primary task is
all information gesto users in the right context, at the right time. Case managenuenthe

other hand providedools to integrate capabilities across different aspects of the business,
allowingMDAsto deliver more efficient and beneficial outcomesforea cust omer ' s ongoi
‘case’
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MDAs should usease management tools as a functionaf ECM,to not only tailor their

services to a customer’s uniqgue needs and histc
trends and processes which underpin their custr life cycles more broadly. This approach

requires highly integrated platforms that capture, store and analyze content, backed by
infrastructure which can handle each case as a discrete yet interlinked data entity.

Case management approaches benefit froigorous implementation of ECM systems and
policies. Ideally, the case management tools in use should be compatible with the database
and archival processes of the ECM system used in an MDA. That way, automated and manual
case management processes alilkm draw on a far greater volume of content, with far faster
response time, than if they were to operate in isolation from the ECM.

Ensuring continuity and consistency of service should be possible when case management
tools distribute ECMtored contentth oughout t he MDA, so that a cus
and history result in the most appropriate form of response at every point of interaction.

For many MDAs, these customized responses should be automated to a large degree. A strong
case management systegmould not only link content within the ECM framework to a specific
case, but identify the responses it believes would generate the most impact or positive
sentiment in each area of business.

Case management and ECM systems should offer clear andimealaccess to customer

insights across the business. Each operator or deeisiker should be able to quickly access

al | rel evant records or changes to a given <cus
should deliver insights specific to each busgemit based on the full range of available

content in the system. Ideally, such insights can adapt as new content arrives from both

internal and external sources, giving all staff the mosttayd at e advi ce on the cus:t
situation at any point of seige.

8.11 Classification Enabled Disposition of Digital Records

The linkage of the records classification system to the records disposition process considerably
enhances the identification and disposition of records.

Deletion is not destruction and doe®nmeet the disposition requirements for destruction of
electronic and digitafecords. When digital records are deleted it is only the pointer to the
record (such as the file name and directory path) that is deleted. The actual data objects are
graduallyoverwritten in time by new data. However, until the data is completely overwritten,
there remains a possibility that the information can be retrieved.

JARDwill develop and issueguidelines and methodgor destroying digital records that
includes:
9 digitalfile shredding
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1 degaussing-the process of demagnetizing magnetic media to erase recorded data

91 physical destruction of storage media such as pulverization, incineration or
shredding

91 reformatting—if it can be guaranteed that the process cannot be reedr

To ensure the complete destruction of a digital record, all copies should be found and
destroyed. This includes removing and destroying copies contained in system backups and
offsite storage.
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CHAPTER 9 MANAGEMENT OF EMAILS

GoJ RIM Policy Requirements for Email Management: Emails that are used to conduct GoJ business are
official records and shall be captured as records and managed in accordance with this Policy.

All MDAs shall invest in email management systems that facilitate the capture and sraeag of
emails as official records of the GoJ. Such systems shall be deployed on government designated domains.

All emails held in the official GoJ email domain(s) are the property of the GoJ therefore users of GoJ email
systems shall not have any expaatns of privacy.

Use of personal email addresses by public officers for official business is prohibited. If, because of system
constraints/crashes, public officers have to use alternate email addresses, these shall be in the name of
the organization, nopersonal addresses.
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preserved as per the CAPSTONE approach.

All MDAs shall define categories of information that may not be transmitted-wiaike

9.1 General Guidelines for Complying with the GoJ RIM Policy on Emails

1 As a general rule, emails received by or initiated by public offices, including
attachments, and which relate to the business activities of public offices and that have
continuing admirstrative, evidential and informational valueaiid be retained for
as long as they are needed to meet administrative and legal requirements.

1 Emails that are identified as constituting official recordsigtl be captured as records
and stould be manageds other records in accordance with this policy.

1 Al MDAsshould invest in email management systentsat facilitate the capture and
management of emails as official records of the GovernmegdaofaicaSuch systems
should be deployed on government desiged domains.

1 Use of personal email addresses and public email systems by public officers for official
business is prohibited.

1 Emailfacilities areprovided as a tool to assist public officers and offices in theittday
day work and sbhuld be used for oftial communications only.

1 Personal emails suld not be considered as official records andosld not be
captured into the recordkeeping system.

9 Emails that are deemed to have evidential vadleuldremain intact in terms of their
structure (layout or drmat and links to attachments and related documents), content
(the information contained in the message) and context (information pertaining to the
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sender and recipients as well as any header information and transmittal data such as
time and date) to ensw they remain authentic and accurate for the entire duration
they are serving business functions.

1 Users of Government email systemsoshl not have any expectations of privacy on
their emails. All emails held in the official Government email domain(s)tleee
property of the Government ofamaica

I Access to emails subject to established access controls regulating access to other
records to protect against unauthorized or inappropriate access.

i Staff in MDAs must be aware that all email messages, inclgdipersonal
communications, may be subject to discovery proceedings in legal actions and all staff
must be aware of the appropriate response in case of legal actions.

1 EveryMDA shoulddefine categories of information that may not be transmitted on
email.

9.2 Management of Emails as Corporate Records

Not much attention is paid to managing emails as records. Under the RIM Policy, emails will be
treated and accounted for in the same way that other organizational information assets are
treated.

In addition b complying with legislative requirements relating to email, MDAs also need to
ensure that appropriate business records are maintained for audit and accountability
purposes.

It is important that MDAs recognize that ensshouldbe treated as recorslof the business
activity and that failure to capture and maintain these records could be problematic when
providing evidence about how a business activity was conducted and why it was done in a
particular way.

To ensure that appropriate email records areimtained JARDvill, from time to time,issue
guidelineson how emai should be maaged When providng these guidelines it should be
recognized that different MDA®mayuse emat in different and possibly opposing ways.

9.3 Guidelines Regarding Use of Personal Emails

As a general ruleuse of workemail accounts for personal use discouraged andhe
limitations on useof the MDA email fopersonal email usshould be includedn the terms

and conditions of employment as a way of clarifying and enforcimt the MDAs
expectations are in relation to employees usitggemail facilities If staff are allowed to use

work email accounts for personal use MDAs must be aware of their legal obligations as regards
privacy matters.
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Due to the personal nature ofneail communicationmembers of staff should be made aware
that it is their decision to write an email message and that they are responsible for what they
have written in an email message.

9.4 Email Accounts to be Preserved in Totality

Taking a leaf fromhe CAPSTONE approach used by the National Archives and Records
Administration (NARA) of the United States of America, each MDA will identify and designate
for preservation email accounts of senior officials. These email accounts, subject to being
purged ofephemera, will be preserved in totality for designated periods of time, with the
accounts of officers at the highest levels being designated for permanent preservation.

If the MDA wants to preserve such electronic versions of email records, but doésvmian

ECM, this could be done through saving email messages in .msg format on secured network

drives. It would be necessary to explore the feasibility of these option before opting for it in

terms of the protection available to the email records, for mxde how easily could the

records be changed and can access to these batch of email records be restfitietiever

option is chosen, whether it is strictly print to paper, or secured network drives, it is important

that there is consistency throughout ¢hMDA in how and where the email records are

managed. It should be noted that even if the MDA does not have an ECM it is not advisable for

emai l records to be stored in individual ' s perso

9.5 Retention of Emails of Non-designated Email Accounts

The emails of other officers (i.e. nalesignated accounts) will be dealt with in accordance
with the existing retention/disposal schedules of the MDA. The RIM function in the MDA will
make provision for the application of the retention instructionsdanill ensure the periodic
transfer of concerned emails to archival storage and preservation.

All members of staff must be able to identify which email messages should be preserved as a
record in relation to their work. In this context preserving a recofrdvork means locating the
relevant email message with other records that relate to the same business activities, whether
this be in an ECM or on a paper file. As the types of records produced by an MDA can be
diverse it will be necessary to work closetth line managers to provide more specific
guidance in different work areas about which email messages will constitute records.

As email messages can easily be sent to many people in an MDA. Staff members need to be
given an indication about who is regpeible for identifying and preserving email messages as
records. The message that is conveyed will need to be consistentivtRIMPolicy. It is not
necessarily possible to give detailg@neric guidance about managing email messages as
records becausemail messages can be sent to many people and can form one or many long
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strings, which makes it difficult to know when an email message should be captured with the
other business records.

However, it is advised that MDA business specific rules are deggarding who is
responsible for capturing email messages according to whether the messages are internal or
external together with some consideration for who is responsible for the area of work. There
should also be some advice about when to capture @re of an email exchange that has
formed a string and how previous iterations of the email string should be treated.

9.6 Responsibility for Recording Emails

As email messages can be sent to multiple recipients there are specific gusdelimadicate

who is responsibléor capturing an email as a record:
1 For internal email messages, the sender of an email message, or initiator of an email

dialogue that forms a string of email messages

1 For messages sent externally, the sender of the email message

Forexternal messages received by one person, the recipient

1 For external messages received by more than more person, the person responsible for
the area of work relating to the message

]

When an email message has been identified as a record of a businesactiansit is

important that the message is retained with other records relating to that particular business

activity. Thi s wi | | mean moving the email from a staff
appointed records management system, this might beanrECM, classified network folders or

on a paper file. The point at which a record is put into the appointed records management

system is sometimes referred to as the point at which the record is captured. It is important to

ensure that records are capted within the appointed records management system as this is

where members of staff will refer to when they want to know when, why and what decisions

were made about any given business activity.

The management of encrypted emails over time is likely tgiablematic.There is a danger

that encrypted emails might become inaccessible over time as the method of encryption
becomes obsoletelf an MDA does send or receive encrypted emails there is a need to
consider how encrypted email records will continueb® accessed over time, for example-de
encrypting email messages before they are captured as email records either in an ECM, on
shared drives or public email folders.

9.7 General Access Guidelines, inclusive of Emails

As with other records, emails ghld be subject to the access rules of the MDA. Particular
attention will need to be paid to this as electronic records tend to be more vulnerable than
paper records.
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Technical methods used to protect sensitive emails sent from another MNiAIld be
consideredcarefully before they are implemente&or example, if it is decided that a method

of encryption will be used it will be necessary to decide who will have access, the
circumstances when encryption should be used and to ensure that the intended recipients
have compatible systems.

Using a disclaimer is a frequent method used to protect organizations from legal action if

i nappropriate information is sent from an emai
server.Although it may be prudent to use distteers as they may provide the MDA with some

protection against potential legal action there is no guarantee that this will be the dase.

more effective preventative measure against legetion would be to ensure that members of

staff are made sufficientl aware about the types of information that should not be

transmitted via email through an MDA specific email policy and training.

It should not be necessary to list every specific type of sensitive information, although enough
information should be giveabout the different types of sensitive information the MDA holds
so that members of staff can identify sensitive information and understand how it should
probably be treated. It is important that members of staff are aware that it is their
responsibilityto treat and communicate sensitive information appropriately, ie decide whether
or not it can be sent via email.

It is particularly important MDASs issue a clear message that members of staff need to be extra
cautious when writing and sending email messatiet include personal details or where
comments are made of personal nature in reference to a specific staff member or a group of
staff.

9.8 List of Information that may not be Transmitted by Email

There are certain categories of records which are notable, because of their confidential
nature, for transmission via email. Each MDA will identify and prepare a list of those records
that should not be transmitted through emails.

Information relating to some subjects is too sensitive to be sent vialeiiita@ precise nature

of this information will vary according to the MDA concern€btere are three broad areas of
sensitive information that close attention needs to be givéa) information with National
Security implicationgb) information considerecas commercial in confidence aid) personal
information. It is important that these types of information be handled with care because if
these types of information are communicated to the wrong people it could result in the MDA
and or members of staff caerned being involved in legal action or undesirable media
attention.
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When formulating specific guidelines for sensitive subjects it is necessary to ensure that there
is consideration and alignment witthe applicéle classification relevant to all the rimatypes

of sensitive information an MDA holdk. should be noted that the three types of sensitive
information mentionedearlier are illustrative, some MDAs may not hold all three types of
sensitive information and some may hold other types of sensitif@mation not included

here. A list of sensitivef the classifed typesof recordsshould be published with MDA specific
guidelines on the management of emails categorized therein.

Once the different types of sensitive information held by the Mix&ebeen establishedit

will be necessary to decide the permissible ways of communicating each type of information
by email.When considering how particular types of information should be communicated it
will be necessary to consider if email is to be ysetiether any additional protection is
required, for example connectingo the a Secure Intranet, encryption methods and
disclaimersThe decision about which type of protection is required should be made according
to the nature and type of business that snducted.
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CHAPTER 10 INFORMATION SHARING

GoJ RIM Policy Requirements for Information Sharing: The flow of information and sharing of data
within and across public institutions shall be encouraged to promote common understanding and
knowledge, inform desion making and improve service delivery.

All MDAs shall identify and classify their information in terms of what can be shared within the
institution, what can be shared with other public institutions, what can be shared withpulolic
institutions, wha can be shared with the public (public information) and what should not be shared.

Provisions of various legislations governing disclosure of public information shall be complied with when
sharing information with entities outside the MDA.

Adequate tebnological infrastructure including ICTs shall be deployed to facilitate sharing of
information, including but not limited to online sharing. Such technologies shall provide adequate
security for information being shared.

To promote information sharing a@nto enhance decision making within MDAs, a consolidated list of the
file plans and titles of files in the Registry, departments and individual offices shall be compiled and
published in keeping with the GoJ RIM Procedural Manual. Any information of paldy or other
relevance or significance, collected through research or surveys and whose value hasttrmss
benefits across the public sector, shall be shared with relevant MDAs in keeping with this Policy and the
provisions of a Data Sharing Rglito be developed.

wLa a2FdgFNB IyR KINRgINBE aKltf O2y¥2N¥ G2 RSUyYSR ai
applications and technology.

10.1 Standards for Hardware, Software and Interoperability

JARD, in consultation with MSTEM, willnfreime to time, issue tandards to ensure that
software and hardware acquired by MDA®ms records management functionality and
promotes interoperability for data, applications and technolodyefining tear measures of
interoperabilitywill bekey to succss.

It will be important that nteroperabilityisr efined so that it meets the ne
extended enterprise in an unambiguous way. The r
part of or referred to the enterprise architecture strategic directidhese measures should be
instituted within a transformation strategy that should be embedded within the Target
Architecture definition and pragmatically i mpl eme

Interoperabilitycan be specified through the following fodegrees:
1 Degree 1:Unstructured Data Exchange ah involves the exchange of human
interpretable unstructured data, such as the free text found in operational estimates,
analysis, and papers.
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i Degree 2:Structured Data Exchange that involves the exchange of human
interpretable structured data intended fomanual and/or automated handling, but
requires manual compilation, receipt, and/or message dispatch.

1 Degree 3:Seamless Sharing of Data that involves the automated sharing of data
amongst systems based on a common exchange model.

i Degree 4:Seamless Shagnof Information that is an extension of Degree 3 to the
universal interpretation of information through data processing based eop&rating
applications.

These degrees are very useful for specifying the way that information has to be exchanged
between he various systems and provide critical direction toshimplementing the systems.

10.2 MDA Schedules of Information/Data Handling Storage Points

Information can only be shared if its existence is known. The foundation of information sharing
will be the identification, in each MDA, of the information and data handling and storage
points. While in most MDAs the bulk of the information will be in the registries, there will be
information held at other points whose existence will need to be logged and kyaasn.

The bedrock for effective information sharing lies in the realisation that all information and
data have a lifecycle defining their point of origin, and point of disposition in the MDA. This
lifecycle should be explicitly managed/controlled amat left to chance. Today, the volume of
information that most MDAs need to manage is increasing continuously and exponentially. The
everchanging landscape of business and technological requirements presents new challenges
to MDAs. Each MDA should theredoensure that procedures and policies are developed to
put technologies, processes, policies, and culture in place to ensure that information is treated
as assets and cosffectively managed throughout its lifecycle.

The approach should:

Facilitate matuity based coskffective access to business data and information

Facilitate cost reduction of IT infrastructure by optimizing base on maturity level/capability
Enable closer alignment of ICT to business processes

Have reliable data storage, backup and nesny procedures

Classify information and identify its value to the business as soon as possible
Implementation and management ofraail Management

Reduce cost of ownership through data and information retentions and disposal policy
Protect information asds from unplanned deletion or security violations

=4 =4 4 -4 -8 —a -2 -2

By explicitly managing the information lifecycle, MDAs can put in place an approach that
proactively minimizes business risk. At the same time, it reduces technology infrastructure,
and compliancendlitigation costs.

59 | MDA Procedures Manual



10.3 MDA-wide Records Schedules

The next step will be to have schedules of records held in the MDA which can then be made
accessible according to the access provisions of each institution. The guiding rule is that, at the
very top, the existnce of all information should be known (and accessible) and this will narrow
as you go down the ladder.

A Records Retention Schedule is a document detailing the storage and appropriate disposition
of all records within theorganisation These MDA speif scheduleshould bederived from a
comprehensive analysis of all identified regulations, business operational processes, industry
standards, and business obligations, both internal and external.

A robust Records Retention Schedule is a fundamentdl flmothe implementation of an
information sharingstrategy which will affect thevay information is stored, referenced and
how long it will remain available for access. The schedules should fit within thewiti2A
records management policies and procestes determine what defines a record, its lifecycle,
and how it fits within theclassification modellt is derived directly from recorddassification
used to define the controls and processes to followdbaring,securing, managing, and safely
disposng records.

10.4 Schedules of Information that can be Shared

It is important that decisions are made regarding which information can be shared and with
whom. This should be documented in the MDA’'s RI
guided accadingly.

All groups of stakeholders in the MDA will have security concerns when sharing information
and it is therefore desirable to bring security procedures to the fore front as early as possible
in the lifecycle. Throughout the lifeycle of information guidance should be provided to staff
onsecurityspeci fic steps which should be taken.

The generally accepted areas of conckefore establishing information sharing regimes are:

1 Authentication:The substantiation of the identity of a person or entiglated to the
MDA that accesses shared information in some way.

1 AuthorizatonnThe definition and enforcement of per mi
or entity whose identity has been established.

1 Audit: The ability to provide forensic data attesting thaketlsharing and data access
has been used iaccordance with stated policies.

i AssuranceThe ability to test and prove that the systems used have the security
attributes required to uphold the stated security policies.

1 Availability: The ability of the MDA tdfunction without service interruption or
depletion despite abnormal or malicious events.
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1 Information ProtectionThe protection of information assets from loss or unintended
disclosureand resources from unauthorized and unintended use.

I Administration:The ability to add and change policiegld or change howolicies are
implemented in the MDA and add or change the persons or entitésted to the
systems.

1 Risk ManagementTheM D A attgude and tolerance for risk.

10.5 Requisite ICT Infrastructure for Information Sharing

Access to information should be facilitated by the requisite infrastructure including, where
feasible, digitization capability. Increasingly more and more information should be made
available online and MDAs must strive to insthk infrastructure needed to promote access

to information.

The ICT Infrastructure is a prerequisite to the effective physical implementation of the
information platform and its associated management functions. When designing the
infrastructure, MDAsshodl seek MSTEM' s support in the foll owi
1 Security
9 Archiving and bckup of data
9 Disaster ecovery andestoringof data
1 Monitoring data usage especially on public websites and portals

The process to develop an effective ICT infrastructure shouldpocate the following steps:

M Define a taxonomy of platform services and | o
standards)

1 Identify relevant locations where technology is deployed (local, at MSTEM, Vendor,
cloud etc)

1 Carry out a physical inventory of depl@e d t echnol ogy and abstract
taxonomy

T Look at application and business requirements for technology
T I's the technforipamse toimeet pel equieemdnts (i.e., does it meet
functional and norfunctional requirements)?
0 R e fi nestaxonbmy
0 Select poduct (including dependent products)
T Determine configuration of the selected technoc
i Determine impact:
0 Sizing and costing
o Capacity planning
o0 Installation/governance/migration impacts
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10.6 Guidelines for Sharing Research Information across the Public Service

In the public service, considerable resources are used to conduct research into different
aspects. The results of this research often remain within the confines of the commissioning
unit or the MDA and are rarely shared with otheDis. MDAs will be required to identify
research that can be shared with other MDAs and/or the general public and which should thus
be made available through various channels, including online channels.

For members of the staff from different MDAs to haxanfidence that data sharing takes place
legally, securely and within relevant guidance, all participating organizations need to have in
place policies which meet the requirements for:

91 Data Protection

1 Confidentiality

1 Information Security
These policiesnust cover manual, verbal and compueased data; processes must be in
place within MDAs to regularly monitor and improve the effectiveness of these policies.

All MDAs should ensure that secure solutions exist to support the safe transfer ofRiska.
assessments should be carried out before the transfer of data is carried out and all reasonable
steps to mitigate any risks identified taken

Supporting documentation relating to the secure transfer, receipt, access to, storage and
disposal of shared datshould be made available to staff. Each MDA should keep a log of all
requests for data sharing receivellach MDA shouldlsoinstigate a system of reporting back

to the originator of data where actions have been taken on the basis of the data shared.

MDAsshould put into place policies, procedures or guidelines covering:
1 Communication by fax

Communication by phone

Electronic communication

Verbal communication

Written communication

Use of personal data for purposes other than that agreed

Access arrangemente shared records and databases

Secure storage ahdisposal of confidential data.

= =4 -4 —a -8 -8 A

These policies, procedures or guidelines should be subject to regular monitoring and all MDAs
should have evidence that they have checked that their shared data is beirtgakep
processed correctly by any 3rd parties.

62 | MDA Procedures Manual



10.7 MDA Websites Containing Information that can be Accessed by Citizens

Websites and online channethiouldbe utilized by the MDASs to share information with their
clients as well as with the citizens gereral.

MDAs should have their websites actively monitored and assess@dgoing monitoring,
analysis and evaluation of websites is an important component of the website management
lifecycle and is critical to improving performance and service delivenholtld be used to
determine if the business objectives of the website are being met, to provide a basis for
improving the website by understanding how citizens interact with it, and as a means of
determining when a website or specific content within a webshould be redeveloped or
decommissioned.

MDAs should explore opportunities for collaboratio®efore developing or redeveloping a
website, MDAs should explore opportunities to collaborate wither MDAs to deliver a more
complete view of the informatio and services available forparticular service/topic area or

to make it easier for citizens to access a range of related services.

Searching online is a quick way to initially identify MDAs that have a shared interest in a
particular area. Social medéan also play a key role in bringing together people and ideas that
spark collaborative opportunities and can also provide an effective means for MDASs to interact
with and build a better understanding of citizen needs.

Responsible ManagementCitizensmust be able to trust that theMDA website they are
interacting with complies with the law and protects their intered#DAsmust ensure that all
online presences and online activity are managed appropriately. Wetisitient owners must
ensure that their cotent is managedappropriately and that citizenare informed about the
website’'s conditions of use and, wher.e relevant,

MDA websites must be identifiableCitizenanust be able to readily identify adDAswebsite

and confidently engage with the information and services provided by the webSi2A
websites must effectively communicate thegtatus and authority. Citizenshould feel
comfortable interacting wittMDAwebsites and exchanging information should they ceto

do so. They should also be able to find out more about the nature of the website and its
context within the Government
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CHAPTER 11 RECORDS APPRAISAL AND DISPOSITION

GoJ RIM Policy Requirement: No official records shall be destroyed without the appi®f the AAC.

The appraisal of records and the preparation of records retention/disposal schedules shall be done at the
macralevel, i.e. at records series and sdyies levels.

Records retention/disposal schedules for categories of records thabameaan across th@ublic service
shall be prepared and issued by the AAC and shall be applied by all MDAs.

MDAs shall develop institution specific recorgiention/disposal schedules in compliance with the GoJ
Procedural Manual and through consultatiorttvihe RIM Committee and JARD

11.1 Records Appraisal: Definition and Scope

Appraisal is the act of determining the value of that information and for prescribing what should
happen to the information. The records appraisal process makes it possiblentdyidhe period

of usefulness of the information, to give appropriate instructions as to the fate of the information,
to provide a mechanism for assigning disposal/retention periods, and to provide a mechanism for
carrying out the dispason instructiors.

Appraisal also involves identification of those records that merit preservation as archives because
they have an enduring value for purposes other than those for which they were created.

The retention/disposal decisions are reached by applying coneesterds appraisal criteria
which make it possible to make objecthdecisions.

11.2 The Regulatory Framework

The retention and disposal of public records is governed by The Archives (Official Records)
Regulations, 1988. According to the regulatiaiéo official record shall béisposedof without
0KS LINRA 2 NJ | LILINE dile.fof the Archivels Advisdy Tovivmitiegd S S ¢ =

The GoJ RIM Policy requires all MDAspttepare and maintain records retention/disposal
schedulespproved by the Archivesdvisory Committee.

11.3 MDA Records Appraisal Sub-Committees

The appraisal of an MD#records is the responsibility of the MDA RIM Committee. However,
the RIM Committee has many other responsibilities and might not be able to find the time
required to conduct this exercise. Accordingly, conduct the detailed and initial appraisal,
MDAs are advisedto constitute a Records AppraisébubCommittee which should include
three key stakeholders

DDIAS/Records Manageihe DDIAS/Records Manager/Registo chair the sukcommittee
and put the records being appraised within the context of the other records in the MDA.

3 u

Bdi hg Records Appraisal Systems”, I nternational Records
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Records CreatorsA representative from the department whose records are being appraised
to advise on the continuing utility of the reats (i.e. on their primary value)

Legal CounselA representativefrom the legal department to advise on any legislative
requirements for the retention of the records. If there is no legal officer in the MDA this can be
someone from one of the other institions in the Ministry cluster.

Longest Serving OfficeAn officer who has been with the MDA the longest time to advise on
possible historical value.

The above form the core of the Records Appra&#Committee and may be joined lmther
stakeholdersbrought in for one reason or another. For instance the-sammittee may bring
in someone from Accounts to advise on the financial retention requireme&®BD may also
be requested to send a representative.

The deliberations of the subommittee are submtied to the RIM Committee for its
considerationendorsementand submission to the Archives Advisory Committee

The Records AppraisalbCommitteeshouldmeet at leastonce every hreeyears
114 The Functional/Macro-appraisal Approach

The functiondmacroappr ai s al approach;hbasembi mendal wst b §{ galu
appraise records the GoJ.

9 Functional appraisal is based on determining the functions of the institution, identifying
the offices that create records in carrying out the funeiand selecting the records that
provide the most complete and concise documentation of the functions.

I The functional approach focuses on the functions and structures of the records creating
agencies rather than the records themselves and is intendedednige the need to
examine the records themselves.

1 The term macreappraisal is used to denote the approach through which the appraisal is
done at the higher level of records series and-sabies as opposed to the approach in
which appraisal is done file Hile. In the past, file by file appraisal used to be the
standard records appraisal method. However, because of advances in information
technology and the large accumulation of records that modern institutions have to deal
with, it is no longer practicab use that approach.

1 Using this methodology, records appraisal is done very early in the records life cycle, i.e
during the period of currency and the schedules prepared are applicable to the existing
accumulations of nowurrent records as well as theaerds being created at present and
due to be retired in future.

1 The appraisal and scheduling of records takes into account any exaskngpistrative
and legal instruments, national and institutional, that regulate the disposal of specified
categorief records, e.g. financial records.
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115 Records Appraisal Activities
There area number ofactivities thatare carried out in appraising records:

1) Research andralysis of the mandates and functions of thmstitution including the
overall organisatinal structure, the operational departments and the functions of these
departments.

2) ldentification and confirmation of thectivities, transactionstecords series and sub
seriesof the institution

3) Appraisal of the records using the functional nmaappraisalapproachsupported by
valuebased analysis

4) Compilation of Recordsekention/Disposal Schedules.

5) Submissiorof the scheduleso the MDA RIM Committee and onto the Archives Advisory
Committee

6) Approval andmplementationof the scheduls.

11.6 Research and Analysis of Organisational Mandate/Functions

Appraisalsshouldnot be based on intuition or arbitrary suppositionsrefention needsbut on
thorough research andanalysis of thénstitution, its given mandate and mission, the fuocis
that it undertakesand the resultant records.

Analysids based on gtting an understanding of the administrative and operational procedures of
the institution, relationships btween thefunctions activities, transactionand records series, a
perspetive of the entire documentation produced by thiestitution and on a scrutiny of the
records series to@termine their shoror long term value.

The function based classification schenfethe MDAand its identified functions activitiesand
records seris provide a vital input to the appraisal procesaurther analysisf the functionsis,
however, undertaken at the point of records appraisal in order to provide the records appraisers
with more detailed informatiorabout the functions and records to fatzte decision making.

11.6.1 Background and Organisational Mandate

The mandate ofhe institution is found in the legal instrumentthat establishedhe institution
including Acts of Parliament Government Gazettes and other statutory instrumenihie
mandates of the institution are also articulated through vision and mission statemeaisl
through:

1 Policy and procedures documents

1 Annual reports

9 Corporate plans and strategies

Interviews and consultationwith key staffalso provide valuable informatn and insightgo
validate the documentation as well as captymeactices that may deviate frorhe laid down
mandates
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To establish the context of the functions and the record® mandate of the institution must
also be reviewed within the overall ctaxt of the GoJ:
1 What is it that makes the organisation unique?
1 Does any otheMDA ororganisation perform similaunctions?
1 Is the organisation dependent on another organisation to complete work on its
mandate?
1 Does the organisation consuregularly with another entity in the fulfilment of its
mandate?
1 Are thereother organisationsvhich have responsibility in relation to legislation for
the organisation?
1 Are thereanyjoint committees with other entities for the fulfilment of th@andate?

The analysis of the organisatiomandateis done once and the information gathered kept for
use duringsubsequentecords appraisals.

The information also enables the records appraisers to identfiyd distinguish between

“offices of primary nterest and “ of fi ces 0'fAs defined bptheeLibrary and nt er e st
Archives of Canadgan “ Of fi ce of Pr i ma-government iestitigient- " ( OP 1 )
department, agency, board, office or commissieto which the authority, responkility and

accountability to perform a particular function on behalf of the Governmenthas been

specifically assigned by legislation, regulation, policy or mandate. The concept is useful in

ensuring that records relating to the core responsibilitiésan institution orto departments

and units within an institutiorare preserved in contrast with relatétlplicate records that

may be found in other MDAs @r otherfunctionswithin the institution

As an examplerecords containing minutes ofthe inst t ut i o nmamagementtdam r

meetings will be found amongghe records ofall those who attend the meetings. Faced,
therefore, with identical file suiseries fromseveral divisions/departments, the retention

consideration will be to preserve the setminutes belonging to the division/department that
has primary responsibility for this function, i.e. the Office of Primary Interest.

11.6.2 Organisational Functions and Structure

The structure othe organisation is contained in the orgaation chars or organogram. The
organisation chad assist the Records Appraisal Committee to review the records in terms of
the institution’ Banagement structure, reporting channels and levels of authorifirough

the organisation chasg the functims of theinstitution and the relationships étween groups

of recordsare identified and mappedand it is possible to untangle the interrelationships
within the records, identify records which are duplicatetetmine which records should be
the "record" Por purposes ofetention and to make disposal decisions.

11.7 Functional Analysis

Functional Analysigs then conducted. Each function and sfinction is scrutinised in detail.
Questions that may be asked include the following:

4Library and Archives Canada, website
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9 What function is represged?

1 How does the function relate to other functions in the organisation?

1 What is the importancandranking of the function within the organisation?
9 What is the reporting structure of the function?

1 What programmes are administered by the function?

1 Whattypes ofdecisions and policies are made by the function

9 What types of records documetite policies and decisiorsf the functior?

9 Who receives copies of the decisions and policy documents?

1 What types of reports are produced?

1 What is the size, volume armdrangement of the records?

Information obtained should then be used to rank the functi@msl subfunctions in order of
priority with eligibility for permanent retention rising in relation to the ranking of the function. As
can also be expected, recordseated by higher offices/functions in the organisation are likely to
merit permanent retention in relation to records created in the lower offices.

The ranking of the functions is done on a scale-6f With 1 representing functions with high
importancewhile 5 is for functions with low importance. Most of the records of the functions with
high ranking are likely to merit permanent preservation while those of low ranked functions are
likely to be of transient nature.

In determining the above, it may be cessary to identify and interview key stakeholders in the
MDA. These include business area managers, legal staff, accounts staff, internal auditors and
records users, especially those who have been with the organisation for a long time. These can
provide ley perspectives on functions and records that are deemed to have critical value.
Information technology staff will also be useful in identifying the various business systems in
which records might be held.

11.8 Records Series Identification

The functbnal analysis exercise is used to conduct the first part of the appraisal and is focused on
ascertaining the value of Fronetheffunctional anaysis,iticmd t he f 1
possible to draw broad conclusions on whether the recordstadong term value or are of a

transient nature. From the functional analysis alone, howevenay not be easy to decide with

precision, how many years the transient records should be retained.

To determine this with more precision, macroappraisalexercise is conductedt the records
series and sulgeries levels. The records series and-setties are identified through the function
basedM D A ¢lassification scheme.

Series of records comprise those records which belong to clearly identifiable fushetiml that

have a common bond. In general, each function is considered as a group/fonds and the main
activities within each function comprise the stdmds. The major transactions within each
activity (subfonds) represent the records series while théb$ransactions represent the sub
series.
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Through the file classification system, functions which are common to all the departménts
already have been identified. Thishould result in the development and issuirgf a records
retention/disposal schede with two segmentsthe first part being for thoseecords which are
common to all departments arntie second being falepartment specificecords

In general, retention schedulesre constructedat records series level. However, there will be
somecases where it is necessary to disaggregate the records for more specificity and, in such
cases, the appraisahn alsde done athe records sukseries level.

11.9 Assessing Primary and Secondary Values

Toascertain the retention period with precisioa,seond step is added to the appraisal process
through appraisal ofthe primary and secondary values the records.The Records Appraisal
form at Annexure2 isusedfor the exercise

Generally informatiomas two major values:

Primary value. All information has a primary value which stems from the primary reason for
which it was created. This primary value ceases as soon as the primary purpose has been
accomplished.

Secondaryvalue. After the primary purpose has been served information could in fact be
disposed of. However, this does not always happen because quite often the information must
now serve a secondary purpose in so far as it is needed to satisfy other needs.

11.9.1 Primary Values

All information is created to serve a specific purpose. In sethisgourpose, information has a
primary value whose period of usefulness varies from just a few minutes to a few weeks, months,
years or even eternity. There are three main categories of primary value amy series of
records may have more than a singkemary value.

Administrative Value

Records have this value if they help thetitution to perform its current work. The time during
which this value exists may be long or short, depending on the purpose it serves.

Records such as routine requisitionss@a shorterm value. Closed transaction files may pertain
to longterm fiscal, regular or control operations and their administrative value may last over a
long period. Directives, orders and regulations obviously havetemyadministrative value.

Many records at operating levels have little administrative value because they are:
1 Duplicated elsewhere, as in correspondence or directives.
1 Summarized at higher levels, as in reports.
1 Temporary controls, such as log books.

Most housekeeping documents rashortterm administrative value because they document
routine transactions quickly comgted. They may consist of requisitions, purchase orders,
invoices, vehicle log books and the like.
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Legal Value

Records have this value if they contain evidence ghllg enforceable rights or obligations.
Among these obligations are the legal rights of persons to make claims agaiimstitogion.

Among records having legal values are:

1 Documents involving legal agreements, such as leases, titles, and contracts.
9 Evdence of actions in particular cases, such as claims papers.

The duration of legal value varies with the matter at hand.

Fiscal Value

Records having fiscal value relate to financial transactions. They may bet bedords, which

show how expenditures we planned, they may be vouchers or expenditure files of several kinds,
which document the purposes for which funds were spent, or they may be accounting records.
Records relating to the development of fiscal policy should not be confused with thoseabf fis
transactions. Fiscal policy files may have long term value while the transaction papers have only
short term value.

11.9.2 Secondary Values

Secondary values go beyopdmaryneeds and interests, and are of two types:

9 Evidential values: These give edlence about the existence and functioning of the
institution.

9 Information values: These give information about persons, things, problems and
conditions with which thénstitution dealt.

Evidential value means that the records give evidence of organishtmatures and functions.

Some records which contain such evidence have archival value. Such records are needed as
evidence of the organisation's responsibilities and how it discharged them. They are needed so
that the experiences of the organisation daemexamined later.

Records that contain evidence of an organisation's functions, policies, decisions, procedures,
operations, or other activities should thus be preserved as archives. These records give indication
of the organisation's origins, its stiuce, the policies it followed, the reasons for their adoption,

and the procedures used to implement the policies.

Evidential records provide precedents so that when quick decisions are needed by the
organisation, much planning effort can be avoided.

In general, the records kept should show the organisation's plarethats and techniques used

to carry on its business. The ease in locating policy and procedure material depends on the quality
of the organisation's documentation. Quality, in turn, dependgdsr on how well decisions are
recorded and on wéther or not the records are filed separately from temporary materials.

Sources of policy and procedures records include the following:

9 Directives, manuals tagher with related endorsed comments.
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9 Organizaibn charts and directories provide important documentation of the structure of
the organisation. Masterets should be earmarked for preservation.

1 Narrative and statistical reports on accomplishments at divisional or higher organizational
levels are impdant. Often there exist summary narrative accounts of the direction and
execution of the organisation's programmes which have been prepared for annual
reports or for other purposes.

9 Publicity materials, in the form of press releases, official speechagtischind posters,
showing the actual administration of programmes.

Records of top managemenand of management offices at various levels of thstitution,
should generally beetained. These may include the correspondence files, minutes efings,
memoranda, directives and other evidence of official action. In general, the records of offices
decrease in value as the administrative ladder goes down.

Informational values relate to the information that is created as a result of the organisation's
activities. In looking for informational values, appraisal is concerned with the information in them.
The information may relate to persons, things, places, and phenomena. There are three tests for
informational values:

Uniqueness: This means that the informatioim the records cannot be found elsewhere in as
compkte and usable a form.

Form: This mainly concerns the degree to which the information is concentrated. It relates also to
the physicahature of the records. Ease of access to the data often needs tmhsidered when
choices must be madeebveen two series, arranged differently, containing virtually the same
information. Choices may have to be madsvbeen paper records, electronamd digitalrecords,

or records stored or processed on other media, thaita concentration and ease of access are still
the important tests.

Possible Research Value: The research importance of a records series is an educated guess by an
appraiser. Such decisions are generally based on a broad understanding of the busihess of t
institution, technological advances taking place and the areas in which future resediteiy to

focus on.

In determining secondary valseof records, the advice of the International Records
Management Trust and the International Council on Archigasted below also provides
useful guidance:

G¢KS | NOKAGAalG ARSYGAFASa (K2aS NBO2NRa GKI

documentation of significant functions. The following types of records may be targeted:

1 record sets of minutes, papers and oefs of internal committees and of inter
ministerial or interdepartmental committees for which the agency provided the
secretariat

1 records relating to the formulation of legislation and policy arising from the core
functions of the agency, including bathccessful and unsuccessful programmes
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i records that document precedents or major developments in the functions,
organisation, working procedures, activities, accommodation and staffing of the
agency

9 record sets of reports, directives, forms, manuals, iaffigublications (including nen
sale items)

1 information that is not unique but is more comprehensive or in a more convenient form
than that in other records of the agency or in the records of other agencies

1 records already identified as of lotgrm utility to the agency, such as records that
must be preserved under any statutory provision; records documenting rights or
20f A3 GA2ya 2F GKS adlrdiS FyR a2z 2y dé

Additionally, it is also useful to follow the appraisal practices of the National Archives of Australi

in which records which have permanent value are seen as fulfilling all or some of the five
objectives stated below:

Objective 1.To preserve concise evidence of the deliberations, decisions and actions of the
Government and its institutions relating t@k functions and programmes and significant issues
faced in governing the country. Major decisions in relation to a function, especially those decisions
made on behalf of the nation, have national application or implication, signal a new or changed
policyor involve substantial expenditure.

Objective 2To preserve evidence of the source of authority, foundation and machinery of the
Government and its institutions.

Objective 3To preserve information that is considered as essential for the protectionuaref
welkbei ng of country’'s people and their environment

Objective 4To preserve records that illustrate the condition and status of the country and its
people, the impact of the Government’'s activitie:
Gowernment

Objective 5:To preserve records that have substantial capacity to enrich knowledge and
understanding of aspects of the country’'s histor)

11.10 Other Appraisal Considerations: Sampling

There are certain categories of recordsieh because of their bulk, are difficult to preserve in
their entirety. When this is the case, sampling becomes a useful technique to use. The primary
requirement is that the sample size and technique should be agreed beforehand. Sampling
may consist of @ more than keeping files at prdetermined intervals, such as keeping every
50th file. This is known as serial sampling. Such sampling may, however, not be suitable if
other considerations such as geographical or time representation have to be taken into
account.

When deciding on the samplingatihod to be used, as well as the sample size, it is important
to foresee the possible uses to which the materials will be put in future and thus to ensure that
the method and size of sample have sufficient validgybe of use to those who will need to
use the materials later. Someatihods might render the preserved samples useless.
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Sampling may be one of the conditions stipulated in #emtion/disposal schedule.

11.11

Guidelines for Making Retention Decisions

The following guidelines can facilitate the making of vaidntion decisions:

)l

Avoid the "every conceivable contingency syndromarecords etention programme
cannot and should not be designed to accommodate every conceivable need for
information at any future time, however remote the probability might be. Virtually every
piece of paper generated in an organisation has some future use for someone,
somewhere. The reality, however, is that it is not possible to preserve everything and
therefore tough diposal/retention decisions must be made.

Information should beetained if there is a reasonable probability that it will be needed
at some future time to support some legitimate legal or business objectives and the
conseqguences of its absence would be saigal.

Records etention policies should generally be conservative in the sense that they do not
expose the organisation to an inordinate degree of risk. If the only benefit of a short
retention period is a saving in space, a substantial degree agrnigually not justified to
attain this reward.

Those involved in records appraisal must be mindful of the fact that the presence or
absence of information can be either helpful or harmful to thstitution depending on

the specific legal or business cingiencies that may arise at any time in the life of the
institution. It is difficult to predict the occurrence of these contingencies with any
certainty. The best way to minimize the risks associated witiordsretention is to
provide for their systemiic disposal immediately after the expiration of their value for
legal and business purposes.

A retention period is most likely to be valid if it is based on a professional consensus of
the opinions of persons most knowledgeable about the value of therrdtion and the
costs, risks and benefits of its disposal after varying periods of time.
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Annexure 1 TERMS OF REFERENCE-MDA RIM COMMITTEES

TERMS OF REFERENCE

RECORDS AND INFORMATION MANAGEMENT(RIM) COMMITTEE

1. Background

The Governmet of Jamaica through the Modernisation Vision and Strategy 2012, Ministry

Paper 56/02 articulates the importance for accurate and accessible data in carrying out the functions

of government and highlights t hentmamelgssd arndase 6fi mpr ov e
data/ information within ministries and agenci es
Further in 2013, the Public Sector Transformation and Modernisation Programme-Z20Q83

administered by the Office of theaBinet (OoC), provided for thgevelopment of* an | nt egr at ed
Records and Information Management Policy (RIM) for the GoJ and provide necessary digitising
capacity to Jamaica Archives and Records Department (JARD) to ensure that ascbirtformation

collected, arestored and managed in a consistent manner across the public sector to enhance
accessibility of Government data and informati on

A key element of the RIMPolicy framework requires all Ministries, Departmemtsd Agencies
( MDA’ s ) taoRIMeCommitte¢ (the Gommittee) to direct and oversee the implementation
and monitoring of the RIM Policy within each MDA.

2. Purpose of the RIM Committee

The purpose of the RIM Committee is to provide:
i advice to the Pamanent Secretary on the status dRecords and Information Management
(RIM) across the Ministry and its Portfolio entities,

9 support the Documentation Centre in carrying out its legislative function in managing the
Mi n i <lectronit and physicalecords and information assets.

1 General advice anduidance to the Permanent Secretary in the managemergleftronic
and physicatecords and information.

3. Responsibilities of the RIM Committee

In guiding the implementation of the GoJ RIM Policy in theidtty, the core Terms of Reference for
the Committees shall be set out by Administrative Circular to be issued by JARD from time to time, in
consultation with the MDAs, to include the following minimum functions:

1 Supportfor the Director, Documentationpformation and Access Services (DDIAS) in the
development of internal RIM Policies and RIM procedural manuals (to include the
treatment of eRIM and audio visual records) and submithe Permanent
Secretary/Head of Departmefdr approval;

1 Support the DIAS in the development of retention and disposal schedules and submit to
the Permanent Secretary for approval;
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1 Support the DDIAS in the development of internal classification protocols which are
compatible with the established GoJ classification schensxiating from time to time;
1 Provide advice, as needed, with respect to the provision of access to official records to
the public in accordance with the Access to Information (ATI) Act, 2002 and any other
law;
Provide advice on the roles and responsiigiitto be ascribed various categories of staff;
Oversight of MDA's compliance with GolJ and
manuals; and
1 Serve as a point of contact for JARD on RIM matters, particularly, the implementation of
the GoJ RIM Programme.
1 Review and endorse all disposition requests prior to signoff byRfleemanent
Secretary/Head of Departmeind submission to the Archives Advisory Committee for
approval.
T Review the Ministry's Portfo
the Permanent Secretary on t

= =4

|l io entities RIM
he status of RI M

4. Membership
At the Ministry levelRIM Committees shall be constitutedd chaired by a member of the Senior
Management Team designated by the Permanent Secretary.

The Committes shall include the following representatives:
(a) A SeniorMember of theManagement Team designated by the Permanent Secraiary

head of the Department/Agency to chair the committee

(b) The DDIAS/Records Manager (as the case may be) to perform the secrietaciiins

of the Committee.

(c) A representative ofthe M D A legal departmenta legal officer

(d) A representative ofhe IT department

(e) An Officer to represent athe administrative departments

(f) An Officer to represent all the technical departments.

The commitee may establish Working Groups/sabmmittees from time to time to executive it
functions. This may includeRecords Appraisal S@mmmittee toreviewthe M D A fesords for
disposition.

5. Secretariat Support To The Committee

TheDDIAS of the Ministrghall perform the secretariat functions of the Committee. The responsible
officer will prepare in advance of each Committee meeting, sumrdacumentswhich allowthe
Committee tomake informed decisiors on all matters to be discussed at the meeting. Wit be
circulated and form the basis for discussions at the meeting.

Documentation of each meeting will be circulated to each member ofRid Committee within
three working days of the meeting, indicating the issues raised, agreements made and txtiens
taken.

The DDIASwill be responsible for arrangiripe time/date/location of meetings. He or she will also
be responsible for collecting agenda items, issuing an agenda and circulating supporting papers at
least five days in advance of each megti
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6. Tenure of RIM Committee

The RIM Committee will be established by tHeermanent Secretary/Head of Departmeand shall

be required to meet as least once per quarter in compliance with the GoJ RIM Policy. The work of
the Committee is ongoing and its restitution will remain unchanged unless advised by the Jamaica
Archives and Records Department.

7. Quorum Requirements
A minimum of fifty percent plus 1 will be required feach meeting to be recognised as an
authorised meeting for the recommendations @&cisions to be valid.

8. Alternates

Members ofthe RIMCommittee shall nominate a suitable alternate to attend a meeting if and when
the member is unable to attend. The nominated alternate shall have voting rights at the attended
meeting. he alternate shthbe knowledgeablef the function and requirements of the areas he/she
represents

The Chair should be informed of the substitution prior to the scheduled meeting.
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ANNEXURE 2 RECORDS APPRAISAL FORMS

PART A Research on Functions of the Organisation
ID SUB-ISSUE FINDINGS

1 What is the function and what is its mandate?

2 What activities are involved?

3 Does any otherentity in the organisationhave a similar
mandate?

4 How complex is the function relative to other functions in t| Score Scale: (1) not complex (5) extremely
organisation? (e.gaumber of staff, units and subnits, size of complex
budget)

5 How significant is the impact of the function on the people| Score Scale: (1) insignificants) very significant
Jamaica?

6 What isthe degree of influence of the function on the rest| Score Scale: (1) no influence —{ 5) very
the institution influential

7 What is the importance accorded to the function in the ann{ Score Scale: (1) no importance- (5) High
reports of the institution? importance

8 What are the work processes involved and what is the floy
data between these?

PART B Function/Records Occurrence Analysis Sheet

(To determine where else in the MBAnilar/related records are found)

Function Activity/Sub | Records Records Dept/Unit Records Occurrence in other Divisions, Sections, Units
-Function Series Summary with Primary (Indicate actual names)
Responsibility
Dept 1 Dept 2 Dept 3 Dept 4 Etc »»

78 | MDA Procedures Manual




PARTC Records Appraisal Form

Do records created by the function have
short or long term value

If the value ishort term, what is the
recommended retention period

What is the primary purpose of the
function/activity andrecords?
Forhow long does tts primary
purpose exist?

What is earliest point at which the
records can be disposed of without
secondary considerations?

Dothe records have any financial
value? If yes, for how long?

Dothe records haveany legal alue?
If yes, fo how long?

Is the disposal of the records boung
by any legislatio®
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Origins or history Precedents
Functiors Contracts
Structure and organisation As®ts

Policies

Important events in the Institution

Strategic decisions

Procedures
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Annexure 3 Internal MDA Records Transfer Form

INTERNAL MDA RECORDS TRANSFER FORM

Deposit No.

Division/Department/Unit/Office:

Page No.

Box/Bundle Ng

Description of Records Covering Dates

From

To

Destroy/
Transfer Date

For Records Storeroom Use

Box No. Location No.

Date Destroyed/
Transferred to RC

Records Deposited by: Records Received by(Name)
Signature: Signature:
Date: Date:

Notes:

1. Deposit No. Number each deposit made by your unit/office starting from No. 1 for that particular year, e.g 1/2016, 2/2016 etc

2. Page No. Number each page of that particular deposit from page 1

3. Box/Bundle Number: For egh deposit, number the boxes or bundles from 1

4. Destroy/Transfer date (5™ column): Refers to the date the records can be destroyed according to Mi2A Records Retention
Schedule or the date for transfer to td&RDRecords Centre

o
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